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FOREWORD

The opportunities opened up by the increasing digitalisa-
tion of almost all areas of our lives are manifold. However,
the ways in which these digital spaces can be used for hy-
brid attacks and criminal activities are also manifold. The
Russian war of aggression against Ukraine, and its conse-
quences, also mark a turning point for internal security.
The threat level in the area of cybersecurity remains high.
The Federal Government is therefore acting decisively to
further increase Germany’s resilience to cyber threats.

In 2024, German IT security legislation was comprehen-
sively modernised and restructured. With the transposi-
tion of the second EU Directive on the security of network
and information systems (NIS-2) into German law, more
companies in more sectors are now obliged to implement
cybersecurity measures and report cyber attacks. We are

also strengthening the cybersecurity of the federal ad-
ministration. The Cyber Resilience Act (CRA) implements
cybersecurity in additional sectors: in future, manufac-
turers or importers of networkable products will have to
ensure not only operational security, but also information

security.

All these new rules create more security. However, they
also pose a challenge - for the companies concerned as
well as for the Federal Office for Information Security (BSI),
which will play a key role in future with new supervisory
instruments. The Federal Office for Information Security
actively supports companies, and its offerings are already
widely used. This is good news, because the damage caused
by cyber attacks year after year is immense - for business,

administration and society.




In a digitalised world, defence against cyber attacks is
important for the resilience of our liberal democracy as a
whole. It is therefore worth accepting the challenge. This
report on the state of IT security in Germany is an im-
portant contribution to greater resilience as it helps us to
understand, prevent and recognise threats in cyberspace.
I would like to thank everyone who has contributed to this
report and wish you an engaging read with lots of interest-

ing information on cybersecurity in Germany.

Nancy Faeser,

Federal Minister of the Interior and Community
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FOREWORD

CRA, CSA, RED, NIS 2 and DORA ... No, this is not a list of
mysterious chemical substances. All these abbreviations
refer to laws, regulations and directives on cybersecurity
in Europe that recently came into force or are about to

do so. These regulations stem from an immense need for
action we face with regard to cyberattacks and IT security
incidents, and it is obvious that there is a need and urgen-
cy to act on a broad scale.

For anyone who would like to see a more “tangible”
illustration of the need for action, I would like to remind
you of 19 July 2024 - the day on which a faulty update in
a security product from the manufacturer CrowdStrike
brought IT operations to a standstill worldwide - and with
them, operating theatres in hospitals, international flight
operations and the production operations of countless
businesses. The economic damage is still impossible to
quantify, as is the damage to the trust in our digitalised
world. And we must always bear in mind that this was not
a cyberattack, “only” an operational error.

In an almost textbook manner, this incident has demon-
strated how the responsibility for secure digitalisation is
shared by multiple stakeholders: by manufacturers for
secure and bug-free products; by operators for resilient
infrastructures and processes; and by state institutions for
protection and prevention as well as a rapid and compre-
hensive assessment of the situation and appropriate reactive

measures. Only when we can confidently assert that we are
living up to this responsibility, can and should we begin
discussing how each individual citizen can contribute to
secure digitalisation.

Unfortunately, the regulatory initiatives mentioned above
are not only necessary for the protection of businesses

and authorities, but also for all of us as citizens. The Cyber
Resilience Act (CRA) will mean that manufacturers have to
ensure the cybersecurity of their products in order to obtain
the established CE mark for these products. When NIS 2
(Network and Information Security Directive) comes into
force, we as the BSI will provide support for around 30,000
businesses and organisations, which will be required to
demonstrate IT security measures to us and report IT secu-
rity incidents in the future. The other regulatory projects
also aim to make our digital world more secure, i.e. for cloud
products, wireless devices or in the financial sector.

Of course, regulations always entail costs for both
businesses and manufacturers - and for supervisory
authorities. The BSI will work consistently and in a highly
cooperative, advisory and supportive manner to strength-
en cybersecurity in Germany and Europe - not just from
the sidelines, but directly on the pitch.

One of our key plans for the coming years is to make cyber-
security in Germany measurable - because what can be




measured can also be improved. This year’s report on the
state of IT security in Germany forms the basis for this. It
shows us that the threat situation is still worrying and that it
is up to us to improve it.

We consider targeted cyberattacks against state and
political institutions and Al-boosted disinformation
campaigns to be attacks on our democracy, something we
are resolutely opposed to. Ransomware attacks, known

as encryption Trojans, have once again hit many local
authorities, directly affecting citizens. Countless business-
es have also fallen victim to cybercriminals. It is essential
that we protect ourselves and that local authorities and
businesses protect themselves better. The same goes for
cyber espionage attacks. Last but not least, DDoS attacks
(volumetric flood attacks) continue to be used in particu-
lar by supporters of the Russian war of aggression, which

violates international law, for the purpose of propaganda.

However, this incomplete list of dangers and threats is
no reason for us to bury our heads in the sand. Yes, the
attackers are getting better and faster. But so are we -
and that’s the good news. We are not defenceless against
threats from cyberspace! The BSI Situation Report 2024
also confirms that our measures are working.

That is why it is so important to keep up the good work
and go the extra mile together. Businesses and manufac-

Foreword

turers, researchers, civil society and public institutions
must all work together to make the digital world safer to-
day and tomorrow. This is why we at the BSI are vigorous-
ly pursuing the goal of making Germany a cybernation.
Let’s make this vision a reality together.

o A

Claudia Plattner,

President of the Federal Office for Information Security




1 - Introduction

The Federal Office for Information Security (BSI) is the
Federal Cyber Security Authority and continuously
monitors the IT security threat situation in Germany. The
BSI focuses on the detection of cyberattacks on state and
public institutions, businesses and private individuals,
but also on measures for the prevention and defence of
specific threats to the availability, integrity or confiden-
tiality of communications technology. In particular, the
BSI implements these measures in co-operation with the
police authorities that are responsible for security and law

enforcement.

The economic, governmental and social damage caused

by threats in cyberspace is immense. This is why the BSI
launched the Cybernation Deutschland initiative in January
2024.In addition to increasing cyber resilience, the initiative
aims to raise awareness of cybersecurity in general, make
cybersecurity pragmatic and measurable, make better use
of technological expertise and strengthen the market for
cybersecurity products and services in Germany.

This report presents the most important developments
for the reporting period from 1 July 2023 to 30 June 2024.
The current reporting period again covers twelve months,
while the previous reporting period covered a one-off

period of 13 months in order to adapt to quarterly formats.

Direct comparisons of absolute figures are therefore not
possible. This report uses directly comparable daily or
monthly averages wherever possible.

1.1 Summary and Assessment

The IT security situation in Germany was tense during

the period under review. The cybercriminal black market
economy continued to be clearly split between ransomware
operators, their affiliates and access brokers. At the same
time, it used alternative attack surfaces, such as zero-day
vulnerabilities (for which there are no security updates
yet), with the aim of exfiltrating data in order to extort high
ransoms without ransomware by threatening to publicise
the data. In addition to mostly small and medium-sized
businesses, the main victims were IT service providers and,

once again, local authorities. In the area of cyber espionage

and sabotage, however, the trend towards relatively simple
attacks on perimeter systems continued. In particular,
attackers exaggerated the damaging effects of Distributed
Denial of Service (DDoS) hacktivist attacks in the context of
geopolitical conflicts on social media in order to fuel general
social insecurity.

Along with the increase in threats and hazards, an increase
in Germany'’s resilience as a cybernation was also noticeable.
For instance, international law enforcement agencies were
successful in curbing the growth of new malware variants

through a series of takedowns.

However, as digitalisation becomes more widespread, there
is a need for action, particularly with regards to attack
surfaces. Every business, every government agency, every
scientific or social organisation, every individual entrepre-
neur - the whole of Germany is called upon to identify and
protect its attack surfaces. This is challenging in historically
grown IT landscapes, but necessary as attackers are con-
stantly looking for new ways to attack.

The situation in detail:

(1) Threat:

Ransomware groups: Cybercriminals are professionalis-
ing their methods, keeping up with the latest technology
and acting aggressively. More and more cybercriminals
are delaying the detection of their attacks by disabling
endpoint detection and response (EDR) systems on
infected networks. This is done using special malware
variants, which are increasingly being offered as a service
(Malware-as-a-Service, Maa$S), making them accessible

to many attackers. In addition, access brokers who trade

in stolen access data have become an established part of
the cybercriminal black market economy. The reporting
period also showed that cybercriminal attackers have the
necessary resources to track down zero-day vulnerabilities
and exploit them for data exfiltration, as was the case with
the attackers behind the Clop ransomware. Due to the high
ransoms already paid in the past, this risk will continue to
exist for the unforeseeable future.

Advanced Persistent Threats (APT): During the reporting
period, 22 different APT groups were active in Germany.




Their attacks targeted public authorities and businesses,
particularly in the fields of foreign affairs, defence and
public safety and order. A number of other developments
shaped the APT threat landscape. Once again, it became
clear that geopolitical and international conflicts are often
accompanied by a whole range of phenomena in cyber-
space: disinformation, hacktivism, espionage and sabotage
were evident both in the Russian war of aggression against
Ukraine and in the aftermath of Hamas’ terrorist attack on
Israel. A large proportion of cyber activities remain limited
to specific regions.

In addition, attackers exaggerate the impact of sabotage or
DDosS attacks on social media in order to use this form of
“public relations” to create a greater feeling of uncertainty
in the targeted regions than would otherwise be justified
by the often limited damage.

(2) Attack Surface:

Vulnerabilities: In 2023, an average of 78 new vulnerabil-
ities became known every day. As part of the coordinated
vulnerability disclosure process, the BSI also received

an average of 18 reports of zero-day vulnerabilities in IT
products from German vendors per month.

Vulnerabilities in perimeters: A large number of critical
vulnerabilities in perimeter systems such as firewalls and
VPNs were also disclosed during the period. Some of these
were particularly dangerous zero-day vulnerabilities that
were already known to cyberattackers and were exploited
before the manufacturers of the affected products were
able to provide patches. The trend towards simple and un-
complicated attacks on perimeter systems, which has been
observed for a number of years, continued and intensified
during the reporting period.

(3) Attack:

DDoS attacks: DDoS attacks were a notable development
in the reporting period. The quality and frequency of
DDosS attacks increased significantly, particularly in the
first half of 2024. The proportion of high-volume DDoS
attacks with a bandwidth of over 10,000 megabits per sec-
ond averaged 13 per cent per month, more than double the
long-term average of 6.75 per cent. If the trend continues,
this would indicate that attackers have specifically built
up botnet capacities and that more high-volume DDoS
attacks can be expected in the future.
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Ransomware attacks: Cyberattacks, particularly against
commercial enterprises, continued to be widespread in
the current reporting period. On the one hand, large
enterprises with strong sales continued to be attacked. On
the other hand, ransomware attacks in particular have
also become mass business due to the lower technological
effort involved in using Ransomware-as-a-Service (RaaS):
small and medium-sized enterprises (SMEs), but also
municipalities, universities and research institutions, are
increasingly affected. The attackers often continue to take
the path of least resistance. Even if targeted attacks on
high-revenue businesses continue to be registered, crim-
inals tend to choose the most vulnerable victims. Organ-
isations are more likely to fall victim to cyberattacks the
less they protect their vulnerabilities.

Attacks on cloud infrastructures: During the reporting
period, there were several successful ransomware attacks
on public cloud services, limiting their availability. There
have also been several known cases of attacks on the con-
fidentiality of cloud services through identity theft, both
of users’ identities and of the provider’s staff. In Septem-
ber 2023, suspected Chinese state-sponsored cyberattack-
ers gained access to the Microsoft cloud infrastructure
using a previously compromised signature key. Due to a
validation error, the signature key could be used for both
consumer and enterprise accounts, allowing the attackers

to impersonate legitimate users.

Attacks on political organisations: During the report-

ing period, incidents were reported in which the email
inboxes of various political organisations were attacked.
State-sponsored actors in particular used various methods
to access emails. These included attacks with weak or re-
cycled passwords, via zero-day vulnerabilities or phishing
attacks. Webmail systems are particularly vulnerable.
They can be accessed freely over the internet without mul-
ti-factor authentication.

(4) Impact:

IT service providers were the target of attack campaigns in
2023. Cyberattacks on IT service providers have a signif-
icant impact on their customers. One such ransomware
attack became known in the reporting period, which
affected around 20,000 workplaces in 72 municipalities
with a total population of around 1.7 million people. The
service provider that was attacked shut down most of its
systems, resulting in the unavailability of many municipal
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services, such as social benefits, parental benefits and ve-
hicle registration, as well as the limited operation of public
registries and municipal planning authorities. At the time
this report was published, the service provider was still in
the restart phase, during which certain specialised proce-
dures had been restored or were running in basic mode,

while other specialised procedures were still unavailable.

Compared to the previous reporting period, the number
of suspected victims of data leaks resulting from ransom-
ware attacks continued to increase. In the second half

of 2023, the number of suspected leakage victims even
briefly doubled compared to the reference year 2021. The
continued high to very high level of activity by the most
threatening actors is likely to be the main factor behind
this increase. The BSI also noted the presence of several
leak pages that were active for a relatively brief period

or included a significant number of potential victims
through individual campaigns.

Two zero-day vulnerabilities at IT service providers
resulted in significant damage in the current reporting
period. A ransomware group exploited these vulnerabili-
ties to exfiltrate data without the use of any ransomware.
The amount of ransom money extorted continued to rise
during the reporting period compared to the previous
reporting period. Victims generally had to pay significant-
ly higher ransoms for exfiltrated data than for encrypted
data.

Consumer data was also affected by data leaks during the
reporting period. Cybercriminals exploited server vulner-
abilities and open or incorrectly configured servers, al-
lowing them to extract data and sell it illicitly for further
cyberattacks. In the course of data leaks by ransomware
groups, some consumers’ personal data were also affect-
ed. Names and email addresses, postal addresses, dates of
birth and telephone numbers were the most frequently
leaked consumer data.

(5) Resilience:

Takedowns: During the reporting period, law enforce-
ment officers managed to take down several RaaS in inter-
nationally coordinated measures, including the previously
very active dropper/loader malware QakBot (August
2023), the RagnarLocker Raa$S (October 2023), Alphv (De-
cember 2023) and LockBit (February 2024).

Resilience at federal administration level: During the
reporting period, the BSI undertook a comprehensive
analysis of the federal administration’s infrastructure
with a view to identifying potential vulnerabilities. On
average, 15 vulnerability warnings were issued daily to

the relevant authorities. Furthermore, the federal admin-
istration has been successful in blocking approximately
368 additional malicious websites from access on average
each day, along with an average of 9,212 attempts to access
malicious websites. To help safeguard against potential
malware risks associated with email communications, an
average of around 753,000 emails daily were also reviewed
to identify any potentially unwanted content or malicious
attachments.

Resilience in cloud infrastructures: Cloud-intrinsic
capabilities, such as comprehensive logging and detection
options, help to detect and contain any attacks. The high
degree of automation inherent in cloud services serves

to enhance users’ resilience to attacks. This is achieved,

for instance, through the prompt installation of security
patches and the implementation of preventive measures,
detection measures and responsive measures that align
with the latest developments in the cyber threat landscape.

Resilience of critical infrastructures: Operators of critical
infrastructures (CIs) are obliged to use an information
security management system (ISMS) to increase their
preventive capabilities and a business continuity manage-
ment system (BCMS) to increase their coping capabilities.
A mandatory biennial maturity assessment provides
information on the effectiveness of these systems. Ac-
cording to the survey, 140 out of 671 operators were able
to improve the maturity level of their ISMS in the last
two years. The BCMSs of 114 operators were improved by
at least one maturity level. Overall, the resilience of CI
operators subject to reporting requirements was therefore
at a medium level on the 5-level maturity scale. Overall, a
slightly positive trend is recognisable here.

Electronic identities and security of mobile devices: In
accordance with the eIDAS Regulation 2.0, which came
into effect on 21 May 2024, the development of a Europe-
an Digital Identity Wallet (EUDIW) has been authorised,
among other things. The EUDI wallet should therefore be
capable of functioning as an electronic means of identifi-
cation across national borders. In addition to the conven-
tional identity attributes, such as first name, surname,
etc., it should also be able to provide other attributes,
such as educational qualification and driving licence in a
verifiable manner for service providers. Furthermore, the
EUDI wallet will provide the option of utilising qualified
electronic signatures.

European legislation on cyber resilience: The EU is tack-
ling the problems in cyberspace with various legal regu-
lations. In the present reporting period, the incorporation
of the NIS 2 Directive into the domestic legal framework




was initiated. In particular, the directive introduces new
reporting obligations regarding IT security incidents for
operators of organisations designated as “important” and
“particularly important”. In Germany, this includes sever-

al tens of thousands of businesses and other organisations.

This will not only result in a notable enhancement of the
cybersecurity situation in Germany, but facilitate the
implementation of cybersecurity measures in the future,
thereby enhancing overall cybersecurity.

While NIS 2 focuses on operators and users, the Cyber
Resilience Act (CRA) contains regulations at the product
and manufacturer level. The CRA was adopted by the
European Parliament in March 2024 and is due to come
into force in the autumn. It regulates the access require-
ments for connected devices (IoT) to the European Single
Market - from robotic vacuum cleaners and software to
products used in critical sectors. This includes basic prod-
uct requirements such as security by design, security by
default and ensuring the confidentiality and integrity of
the processed data. In addition, the CRA includes require-
ments for manufacturers to deal with vulnerabilities,

for example the obligation to provide security updates
throughout the entire life cycle of the product and to
report and rectify vulnerabilities.

Introduction
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1.2 The Systematics of BSI
Situation Monitoring

The BSI monitors the situation in Germany as a cyberna-
tion in terms of (1) Threat, (2) Attack Surface, (3) Attack,

(4) Impact and (5) Resilience. In the event of a threat such
as a malware programme coming into contact with a
vulnerability, e.g. a web server, the risk of an adverse event
occurring is heightened. Threats are cyberattacks that,
depending on your level of preparedness (e.g. security
update status), can result in data leakage or other adverse
effects. To put it another way, weaknesses (vulnerabilities)
are exploited by actors (threats) to cause harm (impact).

(1) Threat

The keyword threat describes phenomena in the cyber
world that can pose arisk to cybersecurity. These threats,
hereinafter referred to as “cyber threats,’exist inde-
pendently of specific victims or specific attacks and can
potentially manifest themselves in a specific attack at any
time. Cyber threats include things such as ransomware
groups, botnets, new malware variants, exploits, access
brokers and APT groups. The term therefore includes the

How much can we

be attacked? are we?

attackers, their attack infrastructures and their specific
means of attack (see mainly part A Threat, page 14).

(2) Attack Surface

Vulnerability includes all IT systems, components and
services that an attacker can exploit or misuse for a
cyberattack. Attackers find the largest vulnerabilities in
cyberspace in the form of IP addresses, domains and URLs
as well as email addresses and weak points. As digitalisa-
tion increases, so does the vulnerability to cyberattacks.
However, if preventive measures such as network segmen-
tation or effective patch management do not keep pace or
are lacking, vulnerability will also grow faster than these
measures. Incorrectly configured servers or vulnerable
applications can be the result (see mainly part B

Attack Surface, page 30).

(3) Attack

The term attack refers to specific cyberattacks. Impor-
tant attacks include ransomware attacks, in which data is
encrypted or exfiltrated in order to extort ransom money
from victims, or espionage attacks by APT groups that
want to steal information or technology in the form of
software code. The attack situation may differ depending

How much are we
actually being attacked?

How badly are we
being damaged?

2
Attack Surface

o )
5 - Resilience g
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l Prevention % l Defence a l Coping a

Figure 1: The systematics of BSI situation monitoring




on the potential target group: While ransomware groups,
for example, primarily attack institutional targets in busi-
ness and public administration, spam and phishing are
mainly aimed at private individuals, i.e. consumers (see in
particular part C Attack, page 42).

(4) Impact

Successful attacks have damaging impacts. For exam-

ple, important company data is encrypted or exfiltrated,
the company network is compromised or a web service

is paralysed. In addition, cyberattacks may have more
victims than attacked targets. For example, a ransomware
attack on an IT service provider can result in numerous
other victims who are indirectly affected as a result of
service shutdowns by the targeted IT service provider.
The impact of a single attack can multiply and resultin a
large number of victims. In addition to actual IT damage,
there is usually financial damage, such as lost revenue, IT
forensic investigation costs, recovery costs, and possibly
reputational damage if a successful attack becomes public
knowledge.

(5) Resilience

Prevention capabilities: Preventive measures increase the
resilience of potential victims to cyber threats. Preventive
measures for local networks, such as corporate networks,
include an information security management system
(ISMS) and patch management, as well as awareness mea-
sures and the provision of qualified IT security personnel.
The aim of preventive measures is to minimise vulnera-

bility to cyberattacks.

Defence capabilities: Defence measures protect victims in
the event of a cyberattack. Traditional defence measures
include systems for attack detection, such as antivirus
programs, and effective DDoS mitigation. Defence mea-
sures are aimed at fending off specific attacks.

Coping capabilities: There is no such thing as 100 per
cent security, and cyberattacks can be successful despite
preventive and defence measures. Coping capabilities are
aimed at minimising the impact and returning the affect-
ed systems and processes to normal operation as quickly
as possible. A functioning, practised plan for IT emergen-
cies is just as important in state, public and commercial
institutions as restorable backups. Digital literacy is
becoming increasingly important for consumers in order
to be able to recognise a phishing email and act correctly.

Resilience is an important key to secure digitalisation in a
successful cybernation like Germany, which is always one

Introduction 13

step ahead of cyber threats from the internet. The BSI is
taking a wide range of measures to increase the resilience
of government, business and society. Some of these are
highlighted in Part D of this report (see Part D

Resilience, page 74).
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2 - Malware

Computer programmes that carry out harmful operations
are known as malware. For example, malicious email
attachments or links that are clicked on can resultin a
malicious programme being installed. Manipulated links
on websites or manipulated legitimate software that comes
into circulation through supply chain attacks, for example,
are also typical attack vectors. As a rule, malware exploits
existing vulnerabilities in software and hardware to infect

computer systems.

2.1 New Malware Variants

If an attacker makes changes to a malware programme, a
new malware variant is created. Any variant that is unique
in terms of its checksum (hash value) is considered new.
While detection methods exist for known malware variants,
new variants may not be immediately identified as mal-
ware when they first appear and are therefore particularly
dangerous.

During the reporting period, an average of 309,000 new
malware variants became known every day (see Figure 2,
page 16). This was around 26 per cent more than in the pre-
vious reporting period, with an average of 250,000 new mal-
ware variants every day. The increase was due in particular
to a significant rise in new malware variants that exploit
vulnerabilities in 64-bit versions of Windows (+256%). In
addition, Android variants saw above-average growth in the
reporting period (+48%). After the takedown of the Flubot
botnet, which was responsible for many infections of mobile
systems (see The State of IT Security in 2022, page 25), the
emergence of new Android malware initially collapsed in
June 2022. The growth in the current reporting period is
therefore likely to indicate the renewed development of
Android attack infrastructures, although the attackers have
not yet returned to the level seen before the takedown.

In addition to regular security updates, protection against
malware attacks is provided by antivirus software, which
can detect malware, prevent it from running successfully
and remove it from the system. However, some attacks also
make far-reaching changes to the infected system that can-
not simply be undone.
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2.2 Botnets

A botnet is the combination of several systems (bots)
infected with a malware programme which establish
contact with one or more central control systems (com-
mand and control servers, C2 servers) of the attackers and
are remotely controlled by them. In addition to traditional
office computer systems, attackers can also infect all other
internet-enabled devices with a malicious programme
and integrate them into a botnet. This affects devices

such as smartphones, tablets, routers or IoT devices like
televisions, set-top boxes, webcams, etc. Such devices can
be attacked using malware or directly via the internet. In
the first case, attackers inject malicious code into legiti-
mate programmes that users then unknowingly install,
for example with system updates or apps. In the second
case, attackers use vulnerabilities in the operating systems
of the devices to automatically compromise them via the

internet without the intervention of the system owner.

Current botnets typically have a modular structure so
that attackers can flexibly load and customise the func-
tionalities they need for specific attacks. This means that
the infected systems can be used multifunctionally and
for different types of attacks. The malicious functionali-
ties can specifically target the users of the system, e.g. for
information theft, identity theft, data encryption or cryp-
tomining, or misuse the system to attack third parties, e.g.
for DDoS attacks, sending spam, etc.

During the reporting period, botnets were primarily used
to steal personal information, to compromise and abuse
online banking access and to distribute other malware. In
the current reporting period, mobile devices with Android
operating systems were once again the focus of attackers.
Six of the ten most active botnets known in Germany tar-
geted Android devices. They were responsible for 42.3 per
cent of infections (see Figure 4, page 18). Therefore, one of
the focal points of the BSI’s situation monitoring contin-
ued to be this type of botnet.

Smartphones are particularly attractive targets for
attackers because they are increasingly multifunctional.
From paying at the supermarket checkout, online banking
and social networks to controlling smart home devices
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Figure 2: Average number of new malware programmes per day (number in thousands)
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Figure 3: Average daily growth of new Android malware variants per day (number)

Figures 2 & 3 / Malware statistics:
Aim of the statistics: Survey of incoming email traffic with the Federal Administration. Reported monthly. / Population: All emails received

by the central mail transfer agent./ Sample: Complete survey / Survey design/instruments: Daily aggregation of spam filter detections on the
federal government’s networks. / Scope: Excludes authorities that do not participate in the BSI's centralised protection measures. General sta-
tistical characteristics, spam status and information on e-mail attachments are recorded. / Quality assessment: Precise, as a complete survey.

Minor inconsistencies due to improving detection and different calculation times




and monitoring personal fitness: few devices accumu-
late as many password-protected functions in apps with
sensitive data as smartphones. Botnets such as ArrkiiSDK,
the largest of the sinkhole botnets observed in Germany
with 12.2 per cent of unique IPs, not only enable abusive
user tracking and advertising fraud, but also the silent
installation of additional applications without the user’s
consent. For example, attackers behind botnets such as
ArrkiiSDK can install spyware to read users’ credentials
and then sell them to ransomware groups (for more on ac-
cess brokers, see the chapter Cybercriminal Black Market
Economy, page 19).

The Socks5Systemz botnet, which infects Windows
systems and turns them into proxies, also came to light
during the reporting period. These are systems that can
forward third-party internet traffic so that the real sender
can no longer be identified. Botnet operators also rent out
such systems to distribute other malware and to circum-
vent regional restrictions, e.g. on streaming services. How-
ever, they are particularly useful in the context of cyber
espionage attacks for concealing the sender addresses of
malicious internet traffic (see also APT Groups, page 22).

The BSI records infected systems via so-called sinkholes.
These are servers that receive and log the communication
from bots on behalf of the attackers’ control systems. Dur-
ing the reporting period, an average of around 20,650 in-
fected systems were recorded and reported to the German
providers every day. The providers use the data provided
to identify the customers affected and notify them. A de-
scription of sinkholing and profiles of commonly reported
botnets can be found on the BSI website.

Read more about botnets:

Also based on the empirical values from takedowns (see
e.g. incident box Takedowns, page 50), it can be assumed
that the total number of infected systems is significantly
higher. This is because many cases involve multiple
infections. Also, only some of the globally active botnets
can be detected by traditional sinkholing techniques. The
attackers behind prominent botnet families take
measures against sinkholing, such as the use of fixed IP
addresses, tunnelled DNS connections (DNS over HTTPS,
DoH) or blockchain techniques to conceal communica-
tion between control servers and bots. The trend in recent
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years also indicates an increasing professionalisation of
attackers.

Asin previous years, the threat level from botnets is high.
For the reasons given above, the infection figures obtained
through sinkholing represent only a minimum threshold.
The increasing number of internet-enabled devices creates
increased vulnerability as inexpensive mass-produced IoT
devices in particular often only have short support cycles
from the manufacturers and serious vulnerabilities are not
closed promptly, if at all. Vulnerable devices can be easily
found by attackers on the internet and compromised using
suitable tools.

This makes it possible for attackers with comparatively
few technical resources to infect systems in order to set up
their own botnets.



https://www.bsi.bund.de/EN/Themen/Verbraucherinnen-und-Verbraucher/Cyber-Sicherheitslage/Methoden-der-Cyber-Kriminalitaet/Botnetze/Steckbriefe-aktueller-Botnetze/steckbriefe-aktueller-botnetze_node.html
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Unique IP by the top 10 botnets

Shares in %

Operating system Botnet

A Windows socks5systemz
B  Linux gsnatch

C  Windows zeus

D  Windows nymaim

E  Android arrkiisdk

F  Android pushiran

G  Android flubot

H  Android triada

I  Android flubot-doh

J Android mobidash

Figure 4: Infected systems (unique IP) July 2023 to June 2024 by the top 10 botnets (shares)

Figure 4 / Botnet structure statistics:
Aim of the statistics: Structural survey of known botnets worldwide. Reported monthly. / Population: All botnets worldwide that can be picked
up by sinkhole servers./Sample: Deliberate selection of around 300 of the most threatening botnets for BSI sinkholing./ Survey design/instru-
ments: Monthly aggregation of an ongoing survey of IP addresses contacting BSI sinkholing servers. / Coverage: Infected systems (bots) world-
wide, including Germany. Technically, only a portion of the globally active botnets can be recorded via sinkholing. / Quality assessment: Due to
technical capacity limits, the BSI can only monitor a small proportion of infected systems (bots). It is therefore not possible to make statements

about the number of infected systems.




3 -Ransomware Groups

Ransomware refers to malware that denies the victim
access to an attacked system unless a ransom payment is
paid. The first forms of ransomware relied on just locking
the screen. Nowadays, ransomware is mainly used to en-
crypt data that is relevant to the victim. This can be any
form of digital asset, from simple documents and patient
files to entire databases and system backups. Ransom-
ware attackers extort money by first taking control of a
victim’s data and systems and then demanding a ransom
in return for restoring the availability of the data and
systems. Such an approach is called a ransomware attack.

However, there is no guarantee that the attackers will
actually release the encrypted data or actually delete the
stolen data, even if a ransom has been paid. There is also
the possibility that the decryption tool provided by the
attacker is faulty. In addition, data that has already been
transferred must always be regarded as compromised.
The BSI therefore advises against paying a ransom as a
matter of principle.

Potential victims are institutions of all types and sizes -
from micro-businesses to public authorities and CI com-
panies to international corporations, from local author-
ities and hospitals to scientific institutions, schools and
universities. In addition, the BSI occasionally becomes
aware of mass campaigns that also directly affect con-

sumers.

Ransomware attacks are mainly carried out by criminal
attackers for financial reasons. However, APT groups can
also use ransomware to disguise or divert attention from
other attacks (see chapter APT Groups, page 22). Ransom-
ware can also be used purely for sabotage. In this case, the
ransomware is used in a similar way to a so-called wiper
malware programme, which deletes data: data is encrypt-
ed in such a way that it cannot be technically restored.

The BSI provides recommendations and measures against
ransomware.! Countermeasures were also summarised
by attack phase in the BSI’s The State of IT Security 2023
(page 22 f.). These are still valid.
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3.1 Cybercriminal Black
Market Economy

Financially motivated attacks are accompanied by an
entire black market economy of criminal services related
to cyberattacks. This is also known as Cybercrime-as-a-
Service (CCaaS). These CCaaS$ can support a cybercrim-
inal in almost every aspect of a cyberattack. For exam-
ple, CCaaS offer malware or provide support for other
criminal activities such as extortion or money laundering
(see The State of IT Security in Germany in 2023, page 16
f.). Sooner or later, new methods will be adopted in CCaa$S
and thus made accessible to many attackers. In the current
reporting period, this related in particular to so-called
EDRkillers and the exploitation of zero-day vulnerabili-
ties by ransomware groups.

3.1.1 Malware-as-a-Service EDR Killers

In addition to antivirus software, software called Endpoint
Detection and Response (EDR) is increasingly being used
to protect systems. While antivirus software scans files
when a virus scan is carried out or when a file arrives on a
system by email, EDR programmes run permanently. The
aim of such software is to use signatures and behavioural
heuristics to detect anomalies during system operation,
for example whether an executed programme is behaving
maliciously. Attackers try to evade detection by antivirus
or EDR software in various ways. EDR killers are tools that
are used to terminate and, if possible, remove the EDR soft-
ware installed on a compromised system.

Many EDR killers abuse legitimate but vulnerable antivirus
and EDR software drivers. This procedure is also known

as Bring Your Own Vulnerable Driver (BYOVD). Antivirus
and EDR software often requires other antivirus and EDR
software to be uninstalled to ensure smooth operation, as
such software intervenes comparatively deeply in process
sequences to detect suspicious behaviour. Several EDR pro-
grammes running in parallel would tend to lead to errors,
as they would interfere with each other. The drivers there-
fore uninstall competing EDR software. Attackers exploit
these and similar functionalities in vulnerable drivers.

The aim of the attackers is to delay the detection of their
activities and leave as few traces as possible. During the
reporting period, the BSI observed that several EDR killers




20

were offered as malware-as-a-service (MaaS). This is prob-
ably a reaction of the attackers to the increasing use of EDR

software for attack detection and management.

3.1.2 Exploitation of Zero-Day Vulnerabilities
by Ransomware Attackers

Once exploits have been published, i.e. malware designed to
exploit a specific vulnerability, they are quickly adapted by
other attackers. During the reporting period, the BSI also
observed the exploitation of zero-day vulnerabilities by
ransomware attackers. For example, the attackers behind
the ransomware and leak site Clop have repeatedly exploited
targeted zero-day vulnerabilities in file-sharing servers for
large-scale attack campaigns. In the incidents observed by
the BSI, there are indications that the attackers prepared

an infrastructure for the attack several days or weeks in
advance. The attackers therefore set themselves up for a race
to steal as much data as possible with the aim of blackmail-
ing before the vulnerable servers can be taken offline and
cleaned up if necessary.

It can be assumed that ransomware attackers will continue
to exploit zero-day vulnerabilities in the future. The attacker
group in question does not need to have the technical exper-
tise to identify the vulnerability and develop an exploit. Due
to the millions of ransoms that have already been stolen in
recent years, attackers have sufficient funds at their disposal
to do things such as commission criminal service providers
to search for an exploitable zero-day vulnerability or to buy
an exploit or proof of concept.

3.2 Ransomware Groups
Relevant for Germany

The BSI monitors more than 100 cybercriminal groups ac-
tive in Germany. The five most active groups are regularly
responsible for around half of the alleged victims named
by attackers on their leak pages (see Figure 5, page 21).

The ransomware group behind the LockBit ransomware-
as-a-service was the most active in the current reporting
period, both in Germany and worldwide. Law enforce-
ment officials have reported more than 2,500 ransomware
victims from this group worldwide in recent years. In Ger-
many alone, the group published 40 alleged leak victims
on its leak page during the reporting period. Worldwide,
there are said to have been 944 leak victims in the same
period. After the takedown in February 2024, the group

remained active, but was still far from its previous level of
activity at the time this report went to press.

The group behind the Black Basta ransomware-as-a-
service, which has been known since 2022, also continued
to dominate in Germany during the reporting period. The
group repeatedly exploited vulnerabilities, some of which
have been known for several years. In the current re-
porting period, the group named 21 alleged victims from
Germany on its leak page.

The ransomware group behind the 8Base Raa$, which
previously focussed its activities on North and South
America, has also been among the top 5 RaaS in Germany
since mid-2023. 8Base attacks victims from all sectors and
named at least 15 alleged leak victims from Germany on
its leak page during the reporting period. The attackers
repeatedly used access brokers for the initial infection.

The ransomware group behind the Play RaaS attracted at-
tention for its activity against German organisations back
in 2023. In the process, 13 alleged victims were published
on the group’s leak page. The group repeatedly exploited
vulnerabilities in exposed services such as VPNs or mail
servers for the initial infection. Like other groups, the
attackers also purchase access from access brokers.

Access brokers are gaining in importance overall. The
ransomware group behind Cloak also bought compro-
mised credentials of legitimate accounts to initially infect
networks during the reporting period. Germany is a
particular focus of the group. During the reporting period,
the attackers named 12 suspected victims from Germany
on their leak page, making them one of the top five leak
pages in Germany, whereas the group is not in the top 25

worldwide.




Top 5 leak pages July 2023 to June 2024

By number of leak victims

LockBit
Black Basta
8Base

Play

Cloak

Figure 5: Top 5 leak pages July 2023 to June 2024 by number of leak
victims (number)

Figure 5: Top 5 leak pages July 2023 to
June 2024 by number of leak victims
Aim of the statistics: To identify the victims of data leaks who have
not paid a ransom after a ransomware attack and whose data has
therefore been published on a leak website of an attacker group in
order to increase the blackmail pressure. Reported quarterly. / Pop-
ulation: All dedicated leak sites on which the data of victims of data
leaks resulting from targeted cybercrime attacks (ransomware attacks
and attacks against new vulnerabilities) were published. /Sample:

Full survey of known leak victims. / Survey design/instruments:
Detection of data service providers, reports from victims and public
sources. / Coverage: No statement on the number of underlying
attacks, but on the number of victims unwilling to pay whose data was
published on a leak page. No differentiation between ransomware
victims and victims of data exfiltration through vulnerability exploita-
tion./ Quality assessment: High global coverage with comparison of

different data sources.
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4 - APT Groups

While malware is usually distributed by criminal attack-
ers en masse and in an untargeted manner (see chapter
Ransomware Groups, page 19), APT attacks are often
long-term attacks on individually selected, prominent
targets that are planned with great effort. APT attacks are
therefore generally not used for criminal gain, but to ob-
tain confidential information from the target and possibly
for sabotage.

To the BSI's knowledge, 22 different APT groups were ac-
tive in Germany in the current reporting period, targeting
authorities and companies, particularly in foreign affairs,
defence, public security and order. In addition, there were
anumber of developments that shaped the APT threat
landscape.

4.1 Cyber Activities within the
Context of Geopolitical
Tensions and Conflicts

The current reporting period also showed that geopolit-
ical and interstate conflicts are often accompanied by a
whole range of phenomena in cyberspace. Disinformation,
hacktivism, espionage and sabotage were evident both in
the Russian war of aggression against Ukraine and in the
aftermath of Hamas’ terrorist attack on Israel in Octo-

ber 2023. A large proportion of cyber activities in these
conflicts remained limited to specific regions. However,
collateral damage to third countries can never be ruled
out, especially if there are technical or organisational rela-
tionships with a party to the conflict.

The cyber sabotage attacks observed in the aforemen-
tioned conflicts were technically simple in the vast
majority of cases. Instead of complex attacks on industrial
control systems (see, for example, Industroyer, The State
of IT Security 2022, page 51), simple wipers were mostly
used in office networks. So far, geopolitical tensions have
not led to attackers using previously developed, advanced
cyber sabotage tools. However, this observation does not
necessarily apply to other actors in future conflicts.

The simple sabotage attacks observed, which usually
caused little lasting damage, were often accompanied by
disinformation and propaganda to exaggerate the damage.

The same phenomenon has been observed in hacktivist
DDosS attacks (see also The State of IT Security in 2023,
page 30). These usually only last for a short time and also
cause hardly any lasting damage. In social networks,
however, the disruptions are presented by the attackers as
massive and relevant in order to maximise their impact
on the population and public opinion. In the reporting
period, hacktivism and cyber sabotage were therefore
primarily aimed at creating diffuse insecurity in the public
perception. In this sense, incident management in times
of geopolitical tension also means public relations work in
order to be able to place and assess attacks in a technically

correct context.

The conflict between Israel and Hamas is another exam-
ple of the use of cyber means in an escalated situation.
However, it has also been shown that different conflicts
lead to different phenomena in cyberspace. For example,
according to media reports, the Israeli armed forces were
able to seize servers that they attributed to Hamas during
their operation in the Gaza Strip. Evidence had been found
that surveillance cameras in Israeli cities on the border
with the Gaza Strip had been compromised in the run-up
to the Hamas attack in October 2023. Data was also stolen
from compromised smartphones belonging to Israeli
military personnel. The data collected in these espionage
operations was suitable for supporting the attack on the
Israeli border regions. However, there are currently no
indications that the attack itself was accompanied by cyber
sabotage. This is in contrast to the invasion of Ukraine by
Russian forces in February 2022, at the beginning of which
cyber sabotage against military communication systems
was observed, among other things. Another difference is
that in the context of the Gaza conflict, significantly more
hacktivist groups, whose members claim to come from
different countries, have claimed responsibility for attacks
on Israeli targets as a result of Hamas’ attack on Israel than
is the case in the context of Russia’s war against Ukraine.

In addition, hacktivists or strategically motivated actors
who only pretended to be hacktivists repeatedly attribut-
ed incidents to themselves in which they claimed to have
carried out attacks on ICS systems. For example, a group
called CyberAv3ngers accessed Unitronics systems used for
water treatment in the US. The attack vectors were tech-
nically simple and took advantage of weak passwords and
other inadequate security precautions such as accessibility

from the internet.




Given the massive damage and costs caused by ransom-
ware worldwide, the BSI is concerned about the possibility
of strategically motivated actors posing as ransomware
criminals in the context of geopolitical conflicts in order to
actually carry out cyber sabotage against critical infra-
structure. This camouflage allows strategically motivated
actors to plausibly deny their involvement without having
to reckon with diplomatic or economic consequences.

In another strategic environment outside the regions
affected by the Ukraine and Gaza wars, international au-
thorities are publicising evidence of so-called preposition-
ing. According to the report, groups such as Volt Typhoon
collected access to target networks for a possible conflict
in order to have these accesses available for cyber sabotage
in the event of an escalation and to be able to use them at
short notice. According to the BSI, however, these are very
early phases of prepositioning: it has not been reported
that process control environments (OT/ICS networks)
have already been extensively and systematically exposed
or that backdoors with destructive capabilities have been
observed. It also remains unclear whether these activities
are regionally limited.

4.2 Information Operations

The term “information operations” covers disinforma-

tion as well as propaganda and similar activities that are
designed to influence public opinion or the opinion of
decision-makers by means of narratives. The BSI gener-
ally considers the phenomena of APT and information
operations separately, but during the reporting period it
became evident that the boundaries are becoming blurred.
For example, the BSI has made political and pre-political
organisations aware of the possibility of hack-and-leak
campaigns in view of the 2024 elections. This involves com-
promising the accounts or devices of politically relevant
people, stealing data and publishing it with a narrative. APT
groups, whose core business is stealing information, can
opportunistically decide whether the captured data is suit-
able for hack-and-leak operations and should be published
accordingly. However, no such publications in Germany

or concerning German victims were observed during the

reporting period.

The effects of cyber sabotage are now also being amplified
in public perception by accompanying information opera-
tions, for example in social media. The actual damage and
consequences of attacks are exaggerated, apparently in or-
der to sow uncertainty among the population and discredit
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the responsible authorities or governments. As described
above, this was observed above all in the context of attacks
by Hamas on Israel and the subsequent Gaza war, in which
the attackers, for example, presented their technically
comparatively simple attacks on Unitronics systems in the
social media as more spectacular than they actually were.

These two phenomena - hack-and-leak operations and in-
formation operations in the context of cyber sabotage - in-
dicate that the actors define cyberspace more broadly than
IT devices and the associated infrastructure. Instead, the
information space, i.e. the space in which the media and the
public negotiate opinions and interpretations of the world,
is also becoming the focus of attackers. A purely technical
focus by security professionals on IT devices therefore falls
short and must be supplemented by education and aware-

ness-raising in the information space.

4.3 Technical Trends

APT groups are active worldwide and demonstrate a wide
range of attack techniques. The trends presented here are
therefore only a selection of the most important obser-
vations. In principle, APT groups use all attack paths and
vulnerabilities that they need for their objectives.

Obfuscation nets: Trends already observed in the pre-
vious reporting period continued. The BSI has identified
an increasing number of obfuscation networks. These are
compromised routers, IoT devices and VPS servers that are
interconnected to form a botnet. Attackers can use this
botnet to disguise their traffic via several intermediate
stations (see also chapter Botnets, page 15). This makes
both the detection of attacks and the assignment to known
groups more difficult. These networks are now operated in
a professionalised manner in order to guarantee customers,
i.e. APT groups, the greatest possible convenience when
using them.

EDR killers: The constant race between attackers and
defenders is illustrated by the phenomenon of undercutting
endpoint detection and response (EDR) products. EDRs
have now become established as a security component in
many companies and authorities, and represent a further
hurdle for attackers (see chapter Malware-as-a-Service EDR
Killers, page 19). Attackers are responding to this and are
now increasingly using techniques to undermine these EDR
products. This is done partly via vulnerable drivers that
allow EDR products to be deactivated, or by suppressing
notifications from the systems used to detect attacks.
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Cloud applications: Attackers are also adapting to new
developments and user habits. For example, they are now
targeting data stored in the cloud. In many cases, the attack
vector is not specific to the cloud. For example, attackers
steal access data via phishing sites or information stealers,
which are then also used to log in to cloud applications

(see also The State of IT Security in 2023, page 17). When
exploits are used, they often affect vulnerabilities in web
applications or server software that are used both in cloud
environments and on in-house systems. Only when the
attackers have access to the cloud do they start using
cloud-specific techniques. Many groups are now very adept
at using cloud configurations and APIs to spread or persist
their access within cloud environments. For instance, con-
figurations are often changed in such a way that databases
or interfaces become directly accessible to the attackers

from the internet.

Zero-day vulnerabilities: The trend towards exploiting
vulnerabilities in server applications and VPN products
continued in the area of zero-day exploits, i.e. malware
designed to exploit vulnerabilities for which no security
updates are yet available. Zero-days in end-user products
such as smartphones or browsers, on the other hand, were
often associated with commercial exploit brokers. Their
customers typically target individuals such as dissidents
or journalists — unlike APT groups, which usually attack
corporate or government networks.

Despite these technically advanced methods, many APT
groups continue to use classic phishing to collect cre-
dentials. As usual, the login pages of corporate webmail
portals or commercial email providers are imitated and the
victims are lured there by emails so that they enter their
access data. This approach remains attractive to attackers
because it can be used against a large number of victims
with little effort.

4.4 Diplomatic, Legal and
Political Measures

The interdependence of developments between attackers
and defenders can also be seen at the strategic level, which
is characterised by diplomatic, legal and political measures.
In response to the use of obfuscation botnets from compro-
mised routers and IoT devices, US authorities in particular
have implemented several coordinated countermeasures.

For example, they carried out takedowns against an APT28

botnet consisting of compromised Ubiquiti Edge routers
and a botnet of compromised routers and IP cameras used
by the Volt Typhoon APT group. The US authorities also ac-
cessed compromised devices in the USA to remove malware
and make temporary configuration changes to prevent the
perpetrators from gaining access to the devices again. These
technical measures were accompanied by notifications to
the owners of the compromised devices so that they could
finalise the clean-up and security measures.

In addition, US authorities imposed sanctions on individu-
als and companies allegedly linked to the APT group APT31
and the Doppelganger campaign disinformation network,
among others. European and German authorities have

also established a framework for formal sanctions against
attackers in cyberspace within the EU and through the na-
tional attribution process. This complements the technical
measures to increase cybersecurity in conjunction with

diplomatic and legal measures.

4.5 APT Groups Relevant for
Germany

On the basis of its own incident findings and dialogue
with partners, the BSI considers at least the following APT
groups to be relevant for Germany. As a rule, the groups
are mainly active against targets in the specified sectors.
The typical attack techniques listed should not be consid-
ered exhaustive, as some of the groups are very versatile.
For reasons of space, only the attack techniques from the
first phase of an attack are listed.

In addition, the groups APT30 (Naikon) and APT31 (Judg-
ment Panda), as well as the Gallium group (Softcell/Phan-
tom Panda/Alloy Taurus/Granite Typhoon), are under
observation at the BSI due to incidents in neighbouring
EU countries.
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APT Groups in Germany

p
Threat actor
and alias

Sectors, according to
German WZ 2008

Characteristics

APT15 / Vixen Panda /
Mirage / Ke3chang /
Nylon Typhoon

APT28 / Fancy Bear /

APT29 / Cozy Bear /
Nobelium / Midnight
Blizzard

APT43 / Velvet
Chollima / Kimsuky /
Emerald Sleet

Cosmic Wolf / Sea
Turtle / Marbled Dust

Earth Estries
U r r

Sofacy / Forest Blizzard :

« Administration of the State and the economic

and social policy of the community

Provision of services to the community as a
whole

Administration of the State and the economic
and social policy of the community

Computer programming, consultancy and
related activities

Service activities incidental to air transportation

Provision of services to the community as a
whole

Administration of the State and the economic
and social policy of the community

Activities of political organisations

Computer programming, consultancy and
related activities

Research and experimental development on
social sciences and humanities

Administration of the State and the economic
and social policy of the community

Higher education
Manufacture of weapons and ammunition

Manufacture of air and spacecraft and related
machinery

Provision of services to the community as a
whole

Computer programming, consultancy and
related activities

Administration of the State and the economic
and social policy of the community

Unknown

. The threat actor uses its own relay network of
- compromised routers and VPN servers.

APT28 uses a variety of attack vectors, e. g.

Outlook vulnerability CVE-2023-23397 (via
© email)

© WinRAR vulnerability CVE-2023-38831 (via
: email-attachment)

Bruteforcing and password-spraying against
internet-facing servers email)

* The threat actor engages in social engineering
© and initially sends several emails without

- malicious code until the recipient has built up
© trust. Only then will malicious code or a

. phishing link be delivered.

. The threat actor engages in social engineering
. and initially sends several emails without

: malicious code until the recipient has built up
© trust. Only then will malicious code or a

- phishing link be delivered.

© Attack vectors are usually CHM or RAR
. attachments.

: The threat actor may compromise a

. supply-chain entity first, in order to gather
. information for follow-up attacks on the

. intended targets.
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(Threat actor
and alias

Sectors, according to
German WZ 2008

Characteristics

Gamaredon / Primitive
Bear / Aqua Blizzard

Ghostwriter /

Labyrinth Chollima /
Lazarus / Diamond
Sleet

Elephant

UNC5221

Fisher / Yoro Trooper

Turla / Secret Blizzard

Viceroy Tiger / Donot

. * Provision of services to the community as a

UNC1151 / Storm-0257

whole

Computer programming, consultancy and
related activities

Administration of the State and the economic
and social policy of the community

Administration of the State and the economic
and social policy of the community

Outrider Tiger / Fishing :

Administration of the State and the economic
and social policy of the community

Red Dev61/UTA0178/ :

Administration of the State and the economic
and social policy of the community

Administration of the State and the economic
and social policy of the community

Salted Earth / Sturgeon :

Administration of the State and the economic
and social policy of the community

Administration of the State and the economic
and social policy of the community

Snake / Venomous Bear / :

Administration of the State and the economic
and social policy of the community

Research and experimental development on
social sciences and humanities

Provision of services to the community as a
whole

Administration of the State and the economic
and social policy of the community

. The threat actor continually registers a large
* number of phishing-domains and sets up new
: servers.

© The threat actor targets private email
* accounts at commercial webmail providers via
: spear phishing.

The threat actor often uses emails with
* malicious documents about supposed job
. offers as an attack vector.

The attacks are usually targeted against VPN
. and other internet-facing systems.

: The threat actor uses their own VPN
 networks in order to obfuscate their attack
 traffic.

J

Figure 6: APT groups relevant for Germany
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5 - Phishing

The phishing methods used by cybercriminals against con-
sumers changed in the current reporting period. In addition
to already known phishing campaigns in the name of banks
and financial institutions, an increase was registered in
campaigns abusing the brand names of prominent stream-
ing services. Thematically, these campaigns referenced
measures to prevent unauthorised account sharing, changes
to the terms of use for family accounts and changes to prices
and payment terms. These were issues that were widely
known in society and the media. This successfully contrib-

uted to the increase in phishing campaigns.

In connection with streaming accounts, cybercriminals
particularly target the sensitive information stored in

the profile. The data on payment methods such as credit
cards, other information from payment service providers
and personal data of account holders are then misused for
other activities, such as data trading via access brokers.

Another increasing attack technique that has been ob-
served in the context of payment services is the deliberate
delay of follow-up actions after a successful phishing
attack. This has already been reported in a previous
study? Attackers remained inactive for an average of five
days until they carried out an abusive transaction with
the previously obtained data. The total number of these
transactions increased steadily over a period of 14 days

after the respective phishing attacks.

Frequency of registered phishing URLs from the gaming, social

networking and streaming sectors
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Figure 7: Frequency of registered phishing URLs from the gaming, social networking and streaming sectors compared

over time (openphish, absolute figures)

Figure 7 / Statistics:

Aim of the statistics: To collect data on suspected malicious web addresses; generic and brand-specific phishing addresses are collected. Re-

ported monthly. / Population: all websites available on the internet /Sample: All suspected malicious websites known to the openphish.com

platform./Survey design/instruments: Daily aggregation of an ongoing survey using a scanner./ Coverage: worldwide / Quality assessment:

Bright-field statistics. Automated industry categorisation requires certain characteristics on a website. These cannot always be determined

precisely, resulting in an indeterminable number of unreported cases.




The time delay can be caused by the trading of informa-
tion on underground platforms such as darknet forums,
but it can also be used as a tool to disguise the connection
between the exfiltration of data and the exploitation of
that information. Such phishing attacks are particularly
damaging for consumers, as they are usually unaware of
the acute security incident and therefore oblivious to the
danger. It also makes it more difficult to associate subse-
quent damage, such as loss of account and money, with
the acute incident, to seek help and to file a complaint.

Reported phishing emails relating to financial brands

Sharein %
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Year Einancial Other figures
sector
2020 14.24 85.76
2021 68.56 31.44
2022 83.21 16.79
2023 57.32 42.68
{ 2024 47.77 52.23

0z0Z
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Figure 8: Share of reported phishing emails relating to financial brands in the total volume of reported phishing emails compared

over time (Phishing Radar 2020 to 2024, NRW consumer advice centre, in per cent)

Figure 8 / Statistics:

Aim of the statistics: Survey of malicious emails in the mailboxes of German consumers. Reported monthly. / Population: All malicious emails

that reach consumers’ mailboxes bypassing the providers’ protective measures. / Sample: Reports of suspected malicious emails, especially

from German consumers, to the phishing radar of the NRW Consumer Advice Centre. / Survey design/instruments: Monthly aggregation of

ongoing consumer reports./Scope: Reporting parties must know the reporting channel. This requires knowledge of the NRW Consumer Ad-

vice Centre’s phishing radar. / Quality assessment: Categorisation is based on individual case assessment by experts from the NRW Consumer

Advice Centre.Annual average of around 30,000 emails with brand names (rounded to the nearest 10,000).
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6 - Vulnerabilities

Attackers often exploit vulnerabilities in the IT infra-
structure to infiltrate computer systems. Vulnerabilities
therefore represent a significant part of the attack surface
for cyberattacks. Malicious code that uses a vulnerability
to carry out a cyberattack is known as an exploit. Exploits
are used by cybercriminals, for example, to infect systems
for the first time and to prepare a ransomware attack.

Vulnerabilities usually arise due to programming errors,
weak default settings of IT products in productive oper-
ation or misconfigured security settings. IT systems are
becoming increasingly complex and production condi-
tions are becoming more and more modular and based
on the division of labour, making vulnerabilities very
common. If a vulnerability is discovered in an IT product,
manufacturers usually provide security updates (patches)
to remove the vulnerability and prevent it from being ex-
ploited for cyberattacks. Structured patch management is
therefore one of the most important preventive measures
for organisations of all types and sizes.

6.1 Vulnerabilities in Software
Products

Vulnerabilities in software products often serve as the first
gateway for compromising systems and entire networks -
after all, they can often be exploited via the internet and
thus allow attackers maximum anonymity and flexibility

from a distance.

In 2023, an average of 78 new vulnerabilities became
known every day, an increase of 14 per cent compared to
2022. All types of software products were affected, from
specialised applications to complex server infrastructures
and smartphone apps. As in previous years, the increasing
modularisation and division of labour in software produc-
tion also had an impact on the threat landscape in the cur-
rent reporting period. If a vulnerability becomes known
in a software component that is used in a large number of
different applications, then such a single vulnerability can
be exploited for cyberattacks against all of these applica-
tions. Not every vulnerability is easy to exploit for attacks
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from the internet. For example, a vulnerability in a local
application without a connection to the internet can only
be exploited by a local attacker. On the other hand, vulner-
abilities in software products that are directly accessible
from the internet can be exploited more easily and by a
greater number of cybercriminals for attacks.

In addition to reports of publicly known vulnerabilities in
software products, the BSI also receives special vulnerabil-
ity reports from security researchers who have uncovered
vulnerable components in IT systems. Typically, the focus
is on vulnerabilities that have not yet been made public or
have not yet become known to the manufacturer, so-called
zero-day vulnerabilities. As part of a coordinated vulner-
ability disclosure (CVD), the BSI then has the opportunity
to take the lead or act as an intermediary between security
researchers and product owners or manufacturers to work
towards eliminating these zero-day vulnerabilities (see
chapter NIS 2 Directive, page 82).

During the reporting period, the BSI received an average of
41 reports per month from security researchers about vul-
nerable software products and classified them according to
the Open Web Application Security Project (OWASP) sys-
tem. While CWE (Common Weakness Enumeration) and
CVSS (Common Vulnerability Scoring System) describe the
vulnerabilities themselves, OWASP allows a description of
the vulnerable product. Around 61 per cent of the reports
related to vulnerabilities that made the affected products
susceptible to injection cyberattacks. Attackers can use the
vulnerability to inject malicious code into the software
product, setting the stage for further cyberattacks such as
data exfiltration.

In addition to reports of products with vulnerabilities, an
average of six reports of incorrectly configured servers or
missing patches for previously publicised vulnerabilities
were received each month during the reporting period.
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Exploitation of Zero-Day Vulnerabilities at IT Service Providers

in Germany

Situation

Asin the 2023 reporting period, incidents at IT service pro-
viders continue to be relevant. In 2023, the BSI identified an
attack campaign against German IT service providers and
other German organisations that had been ongoing since
2022. The attackers exploited zero-day vulnerabilities on
Confluence systems, which are often exposed on the inter-
net. The attackers disguised their malware as a plug-in and
used, among other things, captured access data to spread
throughout the organisation’s entire network.

The IT service providers concerned also worked for federal
authorities, among others.

Assessment

Dangers from the exploitation of zero-day vulnerabili-
ties affect all IT products. Products that can be accessed
directly from the internet are at high risk.

The cyberattacks mentioned here were carried out by a
professionally operating cyber espionage group at great
expense. The attackers developed specific attack methods
tailored to the victim, exploited the vulnerability in some
cases months before it was known, and used techniques
to disguise the infection of the affected systems and hide
within the affected systems. The attackers were therefore
difficult to detect and were sometimes able to spy on

the affected systems for months. This and other similar
attacker groups pose a high potential threat to IT service
providers, the federal administration and politically rele-
vant organisations.

IT service providers are a particularly valuable target, as
they are highly networked and can therefore provide ac-
cess to their customers' infrastructures and information.
In addition, they often have extensive administration
rights to at least some of the systems.

For those affected, the consequences are particularly
serious and challenging, for example in terms of crisis
communication or the clean-up effort. The functional
failures of the IT infrastructure during the clean-up

are sometimes massive and long-lasting. Establishing
emergency operations during incident handling and IT
reorganisation also poses immense problems for many of
those affected.

Response

The primary goal is to ensure that a zero-day exploit on an
exposed system does not lead to the compromise of other
critical systems or the internal network. Effective attack
surface management is therefore one of the most impor-
tant prevention capabilities. This includes the following

aspects:

1. Only those systems and services whose functionality
requires internet access should be publicly accessible.

2. Internal networks should be highly segmented to limit
the spread of attackers across the network if breached.

3. General prevention measures should be implemented,
such as limiting access rights to the necessary mini-
mum, using strong and individual passwords, multi-
factor authentication, etc.




This development justifies the BSI’s increased activities

in this area. With the provision of a vulnerability report-
ing form, the publication of a CVD guideline and the first
incentives to report discoveries to the federal agency, such
as the Hall of Fame for vulnerability researchers, the BSI’s
CVD process has become much more relevant and visible
in recent months.
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Find more information for security
researchers:

Notifications of products with vulnerabilities July 2023 to June 2024

by potential harmful impact

Share in %
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Broken Access Control

Insecure Design

Sonstiges

Security Misconfiguration
Cryptographic Failures
Identification and Authentication
Server Side Request Forgrey

40 60 80

Figure 9: Notifications of products with vulnerabilities July 2023 to June 2024 by potential harmful impact (percentages)

Figure 9 / Statistics:

Aim of the statistics: Reports of vulnerable products from security researchers to the BSI as part of the Coordinated Vulnerability Disclosure (CVD),

focussing on vulnerabilities that are not known to the manufacturer. / Reports are submitted annually. / Population: Vulnerabilities in IT prod-

ucts from German manufacturers reported to the BSI via CVD./Sample: Complete survey. Reports on products with vulnerabilities are counted,

not the vulnerabilities themselves. / Survey design/instruments: Online reporting form; reports are analysed by BSI employees using the CVD

guideline./ Coverage: Germany-wide / Quality assessment: Full survey of CVD reports.It is not possible to make statements about vulnerabilities,

zero-day vulnerabilities or the spread of vulnerable products.

6.2 Vulnerabilities in Hardware
Products

Hardware vulnerabilities allow attacks on the physical
structure and material properties of products or the
microarchitecture of processors. These vulnerabilities
can be exploited either by hardware-based attacks or
through software attacks that target hardware weakness-
es. Unlike software vulnerabilities, hardware vulnerabili-
ties in products that have already been manufactured are

difficult to rectify, which attracts the interest of attackers.

Depending on the type of attack, exploiting these vulner-
abilities can be simple or require considerable technical
expertise and expensive equipment. Despite the rela-
tively greater effort required, hardware vulnerabilities
are increasingly being exploited in practice, especially in
targeted attacks.

Microarchitectural attacks, such as Spectre or Meltdown,
are software-based techniques that exploit flaws in the
implementation of the architecture. Although executed
purely by software, they leverage hardware-level vul-
nerabilities. Several new variants of these attacks were



https://www.bsi.bund.de/DE/IT-Sicherheitsvorfall/IT-Schwachstellen/Hall_of_Fame/Hall_of_Fame_node.html
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also published during the reporting period. For example,
GhostRace exploits speculative execution and other archi-
tectural features to enable the reading of arbitrary memory
areas. Similarly, the Inception attack against AMD proces-
sors combines two attack techniques to trigger speculative
executions and access protected memory areas. Fuzzing, an
established technique for recognising errors in software, is
increasingly being used to detect CPU weaknesses. This in-
volves feeding a programme with random or invalid input
data in order to detect errors and security vulnerabilities.
Zenbleed was discovered using this technique, which also
exploits speculative execution to bypass memory protec-
tion mechanisms in the AMD Zen 2 microarchitecture.
Another novel attack, GoFetch, abuses an optimisation
feature in Apple ARM CPUs to infer sensitive information,
even reconstructing protected key material.

Beyond attacks against CPUs, other hardware compo-
nents were also targeted. The ZenHammer attack targets
DDR5 memory, demonstrating that, despite error cor-
rection, memory can still be manipulated. GPU.zip and
so-called drive-by GPU cache attacks make it possible to
read sensitive data via vulnerabilities in graphics process-
ing units (GPUs).

Attacks that require external hardware can also be of inter-
est to attackers, despite being typically more complex and
expensive to execute than purely software-based attack
methods. Hardware-based attacks can compromise sys-
tems to which no software access is available. For instance,
voltage glitching was used to induce errors in an attack
against the Tesla Autopilot hardware to access the system’s
firmware. In a study commissioned by the BSI, the Fraun-
hofer Institute AISEC also describes a laser fault attack on
signature procedures, altering the programme sequences
of a chip and gaining access to sensitive data.

Particular attention is needed for hardware and chip prod-
ucts where security functions were not considered from
the outset in development. Independent safety testing and
certification, for example in accordance with ISO standard
15408, is a strong indicator of strong safety functionality.
With the increasing practical relevance of hardware and
chip attacks, hardware-based security features are playing
an increasingly critical role in the overall security of prod-
ucts and systems.

6.3 Path-related Vulnerabilities

Path-related vulnerabilities have attracted a great deal of
attention in the field of web applications for many years.
Ignorance and carelessness on the part of programmers
have allowed countless path traversal attacks, where files
and directories can be accessed outside of the intended
areas. [t was often even possible to access passwords and
other sensitive data.

But path-related vulnerabilities are also a favourite target
of attackers outside of web applications. Several privilege
escalation vulnerabilities in recent years were based on
file or device redirection, such as symlinks, or the abili-
ty to place executable files directly in certain paths - on
Windows often in conjunction with a default setting

that allows normal users to create directories in the root
directory (C:\).

The associated risks are often underestimated or not real-
ised by programmers and administrators. As a result, on
the one hand, programmers do not secure actions based
on path specifications, or do not secure them sufficiently,
so that ordinary users can influence the path specifica-
tion or the destination of the path. This is particularly
problematic if the code created by the programmers is
intended to be executed later with elevated rights. On the
other hand, Windows administrators fail to, for exam-
ple, remove the permission to create folders in the root
directory (C:\) for the group of authenticated users. Freely
available tools can help programmers and administrators
identify and fix privilege escalation vulnerabilities such as
DDL, EXE or COM hijacking.

Another type of path-related vulnerability is based on the
application incorrectly attempting to determine whether
the target addressed by the path points to a local file or
an external source on the internet, based on a path that
can be controlled by attackers. If the checking function
incorrectly concludes that the path points to a local file
and security functions for retrieving or handling this file
are not activated as a result, this can lead to a variety of
damage patterns. The existence of such vulnerabilities
regularly enables successful attacks and reopens already
blocked attack paths.




6.4 Vulnerabilities in
Networked Devices

Digitalisation also increases the attack surface for cyberat-
tacks on networked devices. The digitalisation of cars and
automobile traffic is one of the fastest growing areas of

networking.

As the electrification of road transport continues to
progress, the issue of cybersecurity for electric vehicles
and the charging infrastructure is also coming under
increased scrutiny. In March 2024, 114,565 publicly acces-
sible charging points were in operation nationwide.® The
number of public charging points increased by around 36
per cent in 2023 compared to the previous year.

Charging stations or charging points are highly net-
worked devices. In addition to the actual charging
interface to the electric vehicle, these typically have fur-
ther interfaces for the necessary exchange of data. This
includes mobile phone-based connections via the internet
to the operator’s backend systems or to other parties,
such as energy providers, payment service providers or
e-roaming providers. WLAN or Bluetooth access can be
provided at the charging station for maintenance pur-
poses. Customers can register at the charging point using
RFID cards or a smartphone, also via WLAN, Bluetooth
or NFC.

The large number of interfaces and data connections
results in a potentially large attack surface from an IT
security perspective. The classic security objectives of
confidentiality, integrity, authenticity and availability are
also important in the context of charging infrastructure.
When charging processes are invoiced, personal data is
transmitted which must be treated confidentially. The
data received or sent by the charging station must be au-
thentic and of integrity in order to prevent unauthorised
charging processes or unauthorised discharging processes
from the vehicle to the grid (vehicle-to-grid) or unautho-
rised access to maintenance functions, for example. After
all, the charging points need to be reliably available to
users. If no IT security measures are implemented, at-
tackers could paralyse charging stations through deni-
al-of-service attacks, for example, and in extreme cases
potentially jeopardise the stability of the electricity grids
or physically damage the infrastructure.

During the reporting period, several vulnerabilities were
discovered in control units for charging points. In the
course of an automotive hacker competition in January
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2024, charging hardware from six different manufac-
turers that are also represented on the German market
was analysed. Vulnerabilities were found in all six cases.
Not all details of the gaps discovered were available at
the time of reporting. However, high CVSS base scores of
over 8 out of 10 points were achieved in some cases. The
problems found with one model of charging hardware
included a lack of authentication, unencrypted transmis-
sion of sensitive data and inadequate validation of input
data.* The vulnerabilities would have allowed an attacker
to remotely execute arbitrary code and take control of
the control unit. The gaps in this model have since been
closed by a firmware update from the manufacturer.

6.5 Vulnerabilities in
Perimeter Systems

The emergence of new vulnerabilities and patching

of affected products is daily business of every IT
organisation. For some years now, attackers have been
increasingly exploiting critical vulnerabilities in perime-
ter systems such as firewalls, VPN or application gateways
(see The State of IT Security in Germany in 2022, page 38).
These systems are attractive targets for cyberattacks due
to their exposed position as a protection or perimeter sys-
tem at the boundary between an internal network, such
as a corporate network, and the internet. Compromising
these systems offers attackers numerous options for
spreading further in internal networks or on server and
client systems, bypassing authentication or manipulating
data traffic. In addition, methods for logging and attack
detection on perimeter systems are limited and common,
so that attacks are not as easily detectable as on client
systems, for example.

In the current reporting period, a large number of critical
vulnerabilities in perimeter systems became known,

for example a zero-day vulnerability in Ivanti Connect
Secure and other Ivanti products, critical vulnerabilities
in FortiGate products from Fortinet and critical vul-
nerabilities in Citrix NetScaler. These vulnerabilities in
widespread perimeter systems were exploited as zero-day
vulnerabilities by cybercriminals or APT groups before
or shortly after they were disclosed by the manufacturer.
In general, the great interest in exploiting such vulnera-
bilities is regularly visible by internet-wide scans,
through which attacker groups attempt to identify and

compromise vulnerable devices en masse.
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The exploitation of vulnerabilities in perimeter systems
is also accompanied by changes in attacker behaviour.
Whilst client attacks, such as spear phishing, typically in-
volve the installation of malware that actively establishes
a connection from the network to a command and control
server operated by the attackers, this is not usually the
case with perimeter attacks. Instead, so-called webshells
are typically installed. These wait passively for the attack-
ers to establish a connection from outside. This is possible
because perimeter systems are by definition accessible
from the internet.

This approach also has the advantage for attackers that
they can access the compromised perimeter systems from
any system or via obfuscation networks. From a detec-
tion standpoint, this has the disadvantage that indica-
tors of compromise, such as IP addresses of command
and control servers, are not applicable in this case. This
development is linked to the establishment of so-called
obfuscation networks, which attackers use to disguise or
dynamically redirect their access (see chapter Technical
Trends, page 23).

The BSI Situation Centre sent out alerts to its constituen-
cy about the vulnerabilities that became known during
the reporting period in order to inform them about the
vulnerabilities, the risk, measures, security updates and
workarounds.

The critical vulnerabilities show that IT organisations also
need to focus on the need to secure perimeter systems be-
yond the established protection of client systems. In some
cases, however, patching alone is not enough. Instead,
devices must also be analysed for compromise before they
can continue to operate safely after a security update has
been installed.

6.6 Vulnerabilities in Crypto-
graphic Processes

Cryptographic mechanisms are important building
blocks for the implementation of security functions in
IT products. State-of-the-art cryptographic algorithms
commonly provide excellent security guarantees. In its
Technical Guideline TR-02102, the BSI recommends a
series of cryptographic procedures and protocols that are
generally considered secure based on in-depth mathe-
matical cryptanalysis.

Read more about the Technical
Guideline TR-02102:

On the other hand, the following aspects may reduce the
theoretical security level in practice:

+ Weaknesses in cryptographic mechanisms or protocols
+ Implementation errors

+ Insufficiently secured side channels

+ Weaknesses in random number and key generation

The classic application of cryptography is to protect the
confidentiality and integrity of data, for example when
itis transmitted via open networks such as the internet.
Various cryptographic mechanisms and protocols are
available for this purpose, and it is generally assumed
that an attacker with access to the network traffic cannot
discover the secret keys or decrypt the exchanged data

or manipulate it without being detected. To ensure the
effectiveness of cryptographic mechanisms and protocols,
suitable procedures must be selected and implemented
correctly. The info box “Attacks on SSH and its Implemen-
tation” (page 37) describes two vulnerabilities from the
reporting period, one relating to the security of the SSH
(Secure Shell) protocol itself and the other to an imple-
mentation of the protocol.

Side-channel attacks are currently one of the most
successful methods of attacking IT products and pose a
serious threat to the security of cryptographic implemen-
tations. In side-channel attacks, knowledge is gained from
observable physical effects, including runtime behaviour,
energy consumption, electromagnetic radiation and
cache behaviour, when processing sensitive data. Even

if a completely side-channel-free implementation is not
possible, suitable measures can be taken to ensure that a
side-channel attack is practically impossible. In 2024, the
BSI published updated and expanded guidelines on this
topic, which contain recommendations on how to proceed
when evaluating implementations with regard to their

side-channel resistance.

Read more about side-channel
resistance:



https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Standards-und-Zertifizierung/Technische-Richtlinien/TR-nach-Thema-sortiert/tr02102/tr02102_node.html
https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Informationen-und-Empfehlungen/Kryptografie/Seitenkanalresistenz/seitenkanalresistenz_node.html

An essential prerequisite for the secure use of cryptogra-
phy is the generation of genuine random numbers which
must fulfil certain quality criteria. Among other things,
random numbers are needed for key generation. For
cryptographic applications, random numbers must not be
predictable and must not have any exploitable statistical
defects. To prevent attacks using weak random numbers,
the BSI defines functionality classes of random number
generators for different purposes in the “Notes on Applica-
tion and Interpretation” AIS 20 and AIS 31. In June 2023, a
workshop was held at the BSI to present a new draft of the
mathematical-technical annex to AIS 20/31.

Read more about random number
generators:
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Attacks on SSH and Its Implementation

The SSH protocol is used to establish a secure channel in an
insecure network. The most common use of the SSH pro-
tocol is for administrators to log on to a remote server with
their client computer in order to execute commands on it.
Part 3 of Technical Guideline TR-02102 provides recommen-
dations for the cryptographic algorithms and key lengths to
be used.

In December 2023, security researchers at Ruhr University
Bochum presented the so-called Terrapin attack on SSH
(CVE-2023-48795).° Under certain conditions, it is possible
for an attacker to block encrypted and integrity-protect-
ed messages from the server to the client without being
noticed. Since such messages can also be used to exchange
information about algorithms yet to be negotiated, an
attacker can force certain security services not to be used
for the connection by blocking these messages. The website
https://terrapin-attack.com lists measures to prevent this
attack.

In April 2024, security researchers at Ruhr University Bo-
chum also published a vulnerability in versions 0.68 to 0.80
of the SSH client PuTTY (CVE-2024-31497).6This imple-
mentation error affects the ECDSA (Elliptic Curve Digital
Signature Algorithm) signature scheme when using the NIST
P-521 elliptic curve, and has the effect that the ephemeral
keys generated by the ECDSA signature always have nine
leading zeros, even though they must be raadomly and
equally distributed. This enables an attacker to calculate the
private signature key from around 60 valid signatures using
a mathematical procedure. The vulnerability was fixed in
PuTTY 0.81.



https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Informationen-und-Empfehlungen/Kryptografie/Zufallszahlengenerator/zufallszahlengenerator_node.html

38

7-AlI Large Language Models

Artificial intelligence (AI) is a hot topic in public debate.
Large Al Language Models (LLMs), such as those used in
ChatGPT, CoPilot, Claude and Luminous, have become
highly influential across all industries due to their broad
applicability. In contrast to classic IT systems, language
models are complex architectures of neural networks with
the following properties:

Vector processing: While classical programming formu-
lates rules explicitly, neural networks consist of models
of predefined functions whose parameters are trained, i.e.
the model parameters are gradually adjusted until train-
ing data is reproduced as well as possible.

Error tolerance: Neural networks, and therefore language
models, are very flexible by the nature of their architec-
ture and produce results for any input without explicitly
indicating error situations. The language models are
trained in such a way that the results often correspond

to the user’s expectations. This can lead to them appear-
ing correct at first glance, but being incorrect in terms of
content. Errors therefore only become visible at a semantic
level, i.e. at the level of meaning in a specific context. For
example, it is possible for an LLM to “invent” an incorrect
quotation. This is referred to as hallucinating.

Fuzziness: The LLM must provide an output for each
input. For this, it receives a possibly large, but definitely
limited amount of training data. It therefore derives out-
puts from the available data for inputs that do not appear
in the training data. As a result, fuzziness occurs in such a
way that two LLMs trained using the same data can pro-
vide different outputs for the same input. The fuzziness
can vary greatly between different inputs and can include
both true and false statements (hallucinations) that were
not part of the training data.

Data-based functionality: The main functionalities of a
language model are determined by the data used for train-
ing. A language model that has been trained exclusively
with poetry will probably be able to generate poems, but
will not be able to reproduce the logic and structures of a
legal text.

7.1 Vulnerabilities of Language
Models and Their Causes

LLMs are achieving great success, not least because of the
apparent “omniscience” that for every input there is an
output. However, the associated challenges and weak-
nesses should also be recognised and taken into account.
Three challenges are considered below:

+ Lack of explainability

+ Dependence on training data

+ Dynamic development favoured by flexible infrastruc-
tures

7.1.1 Explainability

It would be useful to be able to understand why an LLM
has generated a certain output, especially due to the fuzz-
iness of an LLM’s answers described above. However, this
is inherently impossible due to the system. It is therefore
unclear which inputs were used by the LLM to generate
the output and how. This means that the output cannot
be “explained” retrospectively.

Language models can flexibly combine texts from

the smallest components. To this end, they learn fine
language structures such as sentence structure and
grammar, but also semantic connections via statistical
correlations. These are statistically occurring dependen-
cies, for example, the phrase “cars drive” is more likely
to be completed by “on the road” than by “on the water”.
In principle, the following applies: the more parameters
the models contain, the better they can map all these

correlations.

Larger models also require increasing amounts of data

for training in order to mathematically determine the
associated larger number of parameters. However, a larger
parameter set also means more potential for unintended
results. This could, for example, be used by attackers to
obtain information from the LLM that it should not have
released, such as instructions on how to build weapons.

Alarger parameter set in the language models is therefore
not only associated with increased capabilities, but also
with larger, unknown attack surfaces that can only be
reduced, not eliminated.




7.1.2 Dependence on Training Data

While the functionality of classic software systems was de-
fined by the programme logic of computer programmes that
work schematically (accounting software for bookkeeping,
graphics programmes, etc.), in many LLM-based applications
it consists primarily of the functionality of the language
models they contain. However, if such systems with LLM-
based applications control relevant actions such as admin-
istrative processes or financial transactions, vulnerabilities
in the LLMs can then become vulnerabilities in the overall
system. Since the functionality of the LLMs comes from the
training data used, their control is of increased importance.
The following aspects play a special role here:

Data selection: The immense size of the models only
makes sense if correspondingly large amounts of training
data are used. The manufacturers of base models therefore
also control the quality and variety of possible outputs by
selecting the data. This means that they have a great deal of
responsibility to bear.

Public availability: The need for more and more training
data also necessitates the use of publicly available data.
Knowing which public data, such as Wikipedia articles, is
used to train large language models can lead to this public
data being manipulated (data poisoning). In addition, the
public forums for models and developers offer further
opportunities for manipulation.”

Therefore, if you can manipulate public data that is used

as training data, you can manipulate the functionality of
LLMs. Manufacturers can counteract this by making the
extraction of training data less predictable for attackers. A
possible counteraction would be the collection of training
data at varying intervals. Moreover, the risk can be miti-
gated by employing appropriate criteria for the selection of
training data.

Fine-tuning: To start with, large LLMs are trained using
non-specific tasks. These are known as the foundation
models or original models. In order to operate a certain
type of application, they are fine-tuned with a more de-
tailed level of training. This should increase the likelihood
of desirable text outputs, such as friendliness and exper-
tise, and reduce the likelihood of undesirable text outputs,
such as hate speech and weapon building instructions. If
fine-tuning is applied in different steps for various purpos-
es, the success of one step can be reduced by subsequent
steps, as these influence each other.

Patching: If an attacker can find a text input that leads to an
unwanted output, this is called an adversarial example. For
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example, a chatbot can be “persuaded” to make unwant-
ed statements by a longer prompt, i.e. a specific context
description.

Errors in the programmed framework of an Al applica-
tion can be patched in the traditional sense by a software
update. This is not possible in the case of factual errors
in the language model. Instead, two main approaches are
currently being used to counter this. The first is appro-
priately adapted fine-tuning (see also above), known as
alignment, which is intended to prevent the output of
malicious content. The second is Retrieval Augmented
Generation (RAG). Prior to utilising the LLM, the soft-
ware extracts texts from a text corpus, ideally one that
has been verified, to which the output is to be referenced.
This means that the generated text is closely linked to the
content of the extracted texts. For example, if a question
is asked about the managing director of a particular
company, a description page of the company could be
searched for in Wikipedia, for example, and the language
model could be instructed to answer the question from
the text provided.

Neither approach offers complete protection against
unwanted output. However, RAG appears to be more
successful and robust in this area.

Filters can also restrict the input and output options.
When implementing filters, there is generally an inter-
action between the broad utility of the models and the
security of the filters.

To summarise, code-based patching of LLMs is not suit-
able for completely suppressing or modifying unwanted
output generated from the language model. It is therefore
essential to conduct comprehensive testing of the final-
ised model.

7.1.3 Influence of Infrastructure

The simplicity and ready availability of cloud soulutions
and prepared containers may lead to a lack of consider-
ation of the potential risks and uncertainties associated
with this technology.

With the introduction of various cloud and container
technologies, easy-to-use, scalable software platforms
have created an ideal infrastructure for the development,
exchange and commercialised use of language models.
Language models also only require a very simple uni-
versal interface for text input and output, via which the
entire complexity of the functionality is transported.
Together, these two factors mean that even technically
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inexperienced users are able to create and operate their
own applications.

Aslanguage models are frequently introduced as cloud
services, with straightforward interfaces, the number

of services utilising the capabilities of large commercial
language models, self-trained or fine-tuned public models
and linked traditionally programmed systems in virtual
supply chains is growing rapidly. This gives rise to a large
number of services, e.g. for creative writing, translation,
text recognition (OCR), dictation (speech-to-text), speech
synthesis (text-to-speech), sentiment and speech analysis,
etc. These services can entice users to use them by offering
interesting free services without them being aware of the

risks, such as fuzziness.

The lack of transparency regarding the models, as well as
a lack of information about models from the supply chain,
makes it challenging to conduct a comprehensive safety
assessment. The possibility of using adversarial examples,
text inputs that lead to unwanted statements, is less linked
to the specific software product than to the training data
in the case of modified models in supply chains. However,
due to the vector architecture of the models, these can
only be identified at the overall model level, but not effec-
tively analysed.

The widespread use of language models, the associated
commercial dynamics and the fundamental vagueness

of the models can pose a high IT security risk, depending
on the criticality of their use. The impact of associated
threats should be assessed by means of testing, for exam-
ple pen testing, and by considering worst-case scenarios as

part of a risk analysis.

7.2 Misuse of Language Models

The opportunities for misuse of language models are
similar to those during the previous reporting period.
Nevertheless, the BSI is noting a growing awareness and
prevalence of these models in everyday life. Public aware-
ness of both the opportunities and the risks has increased
and their use has become part of day-to-day life for many
people. Important risks are:

Phishing: Attackers use LLMs to generate texts for phish-
ing messages and websites with deceptive intent, as well as
to create disinformation that can have a direct and short-
term impact, especially before elections. More powerful Al
chatbots can now also be used for phishing and spreading
disinformation.® There is no doubt that the various offers

for such services indicate lively usage. High-quality,
improved and personalised voice and image generation
(deepfakes) support both blackmail attempts, such as sex-
tortion, and the compromising of publicly active persons.

Technical attack support: Language models are used to
generate and refine executable malicious code. However,
their application is difficult to prove. In principle, malware
attacks still require extensive expertise. However, individual
procedures for breaking into software systems have already
been implemented autonomously.® Language models can
also help overcome password protection or captchas.

Cyber espionage: Language models are also a useful tool
for attackers in targeted attacks. For example, a company
chatbot trained with too much internal data can reveal in-
ternal information. In addition, internal company language
models equipped with far-reaching rights can be useful for
exfiltrating or manipulating data after initial compromise.

7.3 Developments

Task decomposition: In order to reduce the black box
character of language models, there are approaches to
break down the solution of a task into smaller steps, which
can then be completed individually by language models.
This line of research could lead to more transparency

and greater regulability in the long term. Such research is
known as XAI (Explainable AI).

Localisation/specialisation: Larger language models also
mean more effort and costs for creation, operation and
utilisation. However, the high performance of these larger
models is not necessary for many applications. Smaller
local systems could be customised to the specific environ-
ment, tasks and users.

Regional and cultural differences in the evaluation of
statements support the development of localised language
models, for example in European countries. Here, too, the
selection of training data is of course the essential step
towards achieving this goal.

As such, LLMs will undoubtedly be localised in the future.

Self-referentiality: There is already a vast number of gen-
erated texts on the web today. Because language models
are trained with data that contains generated statements
itself (see The State of IT Security in 2023, page 42), the
problem of self-referentiality is increasing. It is impossible
to predict the consequences of the interplay of this feed-
back loop with deliberately disseminated disinformation




and unintentionally falsified information. It is therefore
crucial to perform manual checks. However, it cannot be
guaranteed that they will always meet the required stand-
ard, particularly given the increasing pressure on time and

resources.

7.4 Conclusion

The use of language models leads to a far-reaching change
in dealing with unwanted output (errors). While such
errors in traditional applications can usually be clearly
identified and eliminated by a patch, the undesirable
behaviour in LLMs is often in the learned language mod-
els, i.e. not in the programme code, but in the data that
describes the model. As such, the undesirable behaviour
of LLMs is transmitted fuzzily at the semantic level.

A sustainable correction is not easily possible due to the

fuzziness.

This lack of clarity has an impact on the security objec-
tive of confidentiality, e.g. because applications could
output confidential information despite appropriate
countermeasures and user input cannot be encapsulat-
ed in the organisation if cloud services are involved. If
language models are used to obtain information, correct
information that is available to the model as input, such
as training data, can be falsified by the inherent fuzzi-
ness of the system. The security objective of integrity is
therefore also fundamentally jeopardised. If the fuzzi-
ness of an LLM jeopardises the security objectives of the
environment in which it is used, this blurring therefore
represents a vulnerability.

The interpretation of the output of an LLM can either be
carried out by humans or technically in order to connect
automatic actions. Without human review, automated
systems inevitably contain errors that are difficult to
identify. Furthermore, they may also contain vulnera-
bilities that cannot be eliminated with absolute certain-
ty. This represents something fundamentally new in
cybersecurity and adds to the classic vulnerabilities in
programme code that continue to cause problems.

Further measures must be taken for critical applica-
tions, such as human review of the results and access
restrictions (least privilege), in line with the dual control
principle.

The development and technical environment of lan-
guage models is highly dynamic, and the new, inherent
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uncertainty means that security measures must be
constantly scrutinised and updated. The introduction of
new possibilities and feedback effects has resulted in a
notable increase in complexity. For this reason, all those
responsible for deployment should inform themselves
comprehensively on the topics mentioned, critically
scrutinise areas of application and weigh up and con-
sider the opportunities and risks in solutions. Increased
watchfulness at all levels must go hand in hand with the
ability to react quickly, for example through prepared
fallback mechanisms or filter modifications. The BSI aims
to provide guidance on how to deal with this situation
through its publications.
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8 - Selected Common Types of Attacks

Various attacks against the state, the industry and society
were observed during the reporting period. Specialised
botnets are set up for DDoS attacks, for example. These
bots then flood web servers with requests until they are no
longer accessible.

Another example is ransomware attacks. Attackers get
into the systems of those affected, encrypt data and
demand money to get it back. These attacks are usually
accompanied by a data leak. If the victims do not pay, the
attackers threaten to publish the stolen data.

Attackers are also increasingly focussing on public cloud
services. Malware, for example, restricts availability or
encrypts customer data, including backups. During the re-
porting period, there were also known cases of attacks on
the confidentiality of cloud services through identity theft.

8.1 Distributed Denial of Service

Attacks on the availability of internet services are carried out
using specialised botnets (see chapter Botnets, page 15) and
are referred to as distributed denial-of-service attacks (DDoS
attacks). Flooding web servers with requests, for example,
means that websites are no longer accessible. The aim of

the attackers is to overload the attacked services to such an
extent that they are paralysed.

The consequences of a DDoS attack include financial losses
for service providers or online shops if they are unavailable.
On the other hand, damage to image and possible unease
among the population can result (see The State of IT Security
in Germany in 2023, page 30).

The number of known DDoS attacks in Germany is measured
by an index (see Figure 8, page 44), which averaged 101 points
in the reporting period and was therefore almost exactly the
same as the average value for the reference year 2021.

This was characterised by strong fluctuations. There was
anotable surge in the number of attacks in the initial
six-month period of 2024. In April 2024, the index peaked
at almost 160 points. There was also a notable rise in the

quality of attacks.

In the first half of 2023, the hacktivist groups NoName057
caused a media stir with their botnets DDoSia and Killnet
by paralysing several websites of state governments and
police forces, among other things, without causing any
lasting damage. As a result, the attackers apparently felt
compelled to further upgrade their botnets for higher-
bandwidth DDoS attacks.

The proportion of high-bandwidth attacks, which reached
maximum bandwidths of over 10,000 megabits per sec-
ond, averaged 13 per cent per month and was therefore
almost twice as high as the long-term average of 6.75 per
cent. In April 2024, up to 28 per cent of DDoS attacks were
identified as belonging to the particularly high-bandwidth
category. Should this trend persist, it would suggest that
the attackers’ infrastructure is becoming increasingly
sophisticated over time.

Please refer to the BSI website for detailed information on
DDoS prevention and mitigation, as well as a comprehen-

sive list of qualified mitigation service providers.

Read more about DDoS prevention
and mitigation (German):

8.2 Leak Victims

Since 2021, there has been a notable trend of ransomware
attacks being accompanied by data leaks. This is probably
also due to the increasing resilience of potential targets to
ransomware attacks.

The latest figures from IT security service provider Coveware
show a temporary spike in the average ransoms paid,
reaching over USD 850,000 in the third quarter of 20231°
(see Figure 10, page 44). This is attributable to the leak
attack campaign by the attackers behind Clop against
MovelT file-sharing servers (see chapter Exploitation

of Zero-Day Vulnerabilities by Ransomware Attackers,
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Figure 10: Known DDoS attacks in Germany (measurement number)
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Figure 11: Share of high-volume attacks in all known DDoS attacks in Germany, source: DDoS attack statistics

Figures 10 & 11 /DDoS attack statistics:
Aim of the statistics: Structural survey of distributed denial-of-service attacks (DDoS attacks) against targets in Germany. Reported on a

monthly basis. / Population: All DDoS attacks against targets in Germany. /Sample: All DDoS attacks against targets in AS 3320 (Deutsche
Telekom)./ Survey design/instruments: Monthly aggregation of an ongoing survey from Deutsche Telekom’s DDoS mitigation. / Coverage:
Deutsche Telekom’s AS 3320 covers around 98% of targets in Germany./ Quality assessment: Regular comparisons with the DDoS mitigation

findings of other service providers regularly confirm the structures identified in the DDoS attack statistics.It is therefore not possible to make

any statements about the incidence of DDoS attacks in Germany as a whole.




page 20, and The State of IT Security in Germany in 2023,
page 38). In this wave of breaches, the attackers demanded
significantly more money for the stolen data than is usu-
ally the case with ransomware attacks and for encrypted
data. Even though fewer companies responded to these
demands, the payments made are significantly higher than
before.

In the context of the campaign against MovelT servers,
over 250 individuals identified as potential victims were
listed on the leak page of the attackers behind Clop in June
and July 2023. This is an extraordinarily high number of
suspected victims for a single attack campaign. The attack-
ers stole data from vulnerable servers on a large scale. It
would appear that the average hush money paid per case
for the exfiltrated data was almost three times as high as
might have been expected for pure ransom extortion (see
Figure 10, page 44). In the first quarter of 2024, however,
the average amount of ransoms paid fell back to the level
seen at the end of 2022.1

Those who have taken precautions, for example by creating
a functioning, restorable backup, are not obliged to enter
into any ransom negotiations with the attackers regarding
encrypted data. It is also worth noting that a significant
proportion of victims of ransomware attacks still choose

to pay the ransom, despite the risks involved. According to
reports, this has fallen from 56 per cent at the beginning of
2021 to 36 per cent today (see Figure 11, page 44).12

Average ransom payments by quarter

In US dollars

C Attack

45

If victims refuse to pay the ransom to retrieve their en-
crypted data, it is only a matter of time before the attack-
ers publish the exfiltrated data. This is their next step in
maintaining blackmail pressure and persuading victims
to pay up.

This procedure is known as double extortion. Exfiltrated
data also appears to be worth considerably more than
encrypted data (see also the extortion campaign by the
ransomware group Clop, which was made possible by
exploiting vulnerabilities in file-sharing systems). The
BSI’s leak victim statistics provide information about the
victims of hush money extortion. To this end, the BSI
monitors so-called leak pages on which attackers publish
the names and captured data of victims of their ransom-
ware attacks if they do not pay a ransom (see also The
State of IT Security in Germany in 2023, page 19 ff.).

These leak pages can therefore be used to identify suspect-
ed victims who have been threatened with the publication
of their data. In this respect, the leak victim statistics are
not statistics on ransomware attacks, but on victims of
hush money extortion. This is why the term “alleged vic-
tims” is also used, since being named on a leak page that is
under the control of an attacker does not necessarily mean
that an attack actually took place. In some cases, attackers
explicitly name victims with the sole intention of extort-

ing money from them, even if no actual attack has taken
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The number of suspected victims increased significantly
in 2023 compared to previous years (see Figure 12, page
45). In 2023, the global average was almost 1.7 times higher
than in the reference year 2021. Germany was no excep-
tion. This corresponds to an increase of almost 50 per cent
worldwide and almost 30 per cent in Germany within a
year. The preliminary peak of the timeline was reached in
the second quarter of 2023 with 1,395 recorded suspected
victims worldwide and 65 suspected victims from Germa-

ny (see Figure 13, page 47).

The main factors behind this increase were probably
the sustained high to very high level of activity by
the most threatening actors (see chapter Ransomware
Groups, page 19).

The BSI also noted the presence of several leak pages that
were active for a relatively brief period or included a sig-
nificant number of potential victims through individual
campaigns. In addition, the BSI recorded an increase in
activity across the board on all leak sites monitored.

The five most active leak sites are regularly responsible
for around 40 per cent of alleged victims. They are briefly
presented below. More information can be found on the
BSI website.®

The ransomware group behind the LockBit RaaS was the
most active ransomware, both in Germany (see Figure

14, page 48) and worldwide (see Figure 15, page 48). The
LockBit leak site named a total of over 944 alleged leak
victims worldwide during the reporting period. The Alphv
ransomware group (also known as BlackCat) was first
observed in November 2021. Alphv, together with LockaBit,
was one of the most threatening ransomware families

during the reporting period.

The Alphv ransomware-as-a-service (also known as
BlackCat) was first observed in November 2021. In March
2024, the operating group ended the Alphv ransom-
ware-as-a-service with an exit scam against its affiliates.
The operators therefore retained the ransom paid for the
exit scam, did not share it with affiliates and could no
longer be reached by affiliates or those affected. Alphv,
together with LockBit, was one of the most threatening
ransomware families during the reporting period.

The Play ransomware has been active since at least June
2022. In addition to ransomware, the attackers also rely
on a leak site for double extortion identified in November
2022. According to current knowledge, the Play ransom-
ware is reserved for an exclusive group of affiliates (RaaS
partners) and is therefore classified as a closed ransom-

ware group.

The attacker group behind the Clop ransomware generat-
ed the majority of the suspected victims observed for this
attacker with two major attack campaigns in 2023. As far
as the BSI is aware, the attackers did not use ransomware
in either attack campaign, but stole data from vulnerable
file-sharing servers.

The 8Base ransomware group has probably been active
since 2022. The leak site for this ransomware group be-
came known in May 2023. The 8Base ransomware is based
on Phobos ransomware. Unlike other Raa$, Phobos offers
amodel that allows individual branding. Accordingly,
many ransomware families are known that are effectively
Phobos by another name. Phobos ransomware also does
not have its own leak site.

The Black Basta ransomware group first appeared in April
2022. It is believed that Black Basta is connected to the
Conti group, as evidenced by recent public reports. Conti
fragmented in May 2022 and has been inactive since June
2022. The BSI considers the Black Basta ransomware
group to be a separate threat, independent of Conti.

Ransomware attacks are occasionally flanked by other
blackmail methods to increase the pressure on the victim
to pay. For example, some attackers actively approach
customers of victims and inform them that sensitive data
about them has been exfiltrated due to an unpaid ransom.
Various attacker groups also threaten to resell the cap-
tured data so that it can be misused for further cyberat-
tacks. In addition, individual attacker groups use DDoS
attacks during the negotiation phase to emphasise their
ransom demands (see The State of IT Security in Germany
in 2023, page 21 f.). In the current reporting period, one
case became known in which attackers from the Alphv
ransomware group allegedly attempted to report a victim
to the US Securities and Exchange Commission (SEC). The
BSI can confirm that this is the first publicly known case
in which attackers have carried out their threat to report a
victim to a regulatory authority.

At the end of 2022, the BSI observed a trend among cyber-
criminal groups to dispense with encryption and simply
steal the data instead. This trend did not continue within
the reporting period. Although the BSI is still aware of
groups that probably only rely on blackmail with stolen
data, this approach has not become widespread. However,
it can be assumed that pure data theft will continue to

be used as a means of blackmail in the future - alongside
data encryption or double extortion.
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Figure 13: Ransomware victims by payment behaviour (per cent), ( Source: Coveware)
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Alleged victims on leak sites from Germany and around the world

Number

250

200 —

150

100 —

50 —

0—
RS RRE RAARS [ARmaE (RmmaR| mEE: EEnand nRRAS IR (ARuEN| muRRn) RARRERNRRRRN FRRARS (NARnE){nnann| ERRRRi RERERE [EREES]
O 0 O 0 0 000000 00000000 O0A~0
N W R R N W KK RN KK RN EEK RN KR RSO
NN N RN NN NN RN NN NN N NN NN NN
S © © © © © © © © © © © © © © © © © © O o
B R R DD NN N RN RN N RN NN NN NN NN
© U U © © © © R R R R N N NN W W W W X N
o—o Germany o—e Worldwide

Figure 14: A comparison of alleged victims on leak sites from Germany and around the world (2021 = 100)

Alleged victims from Germany on leak sites

Number

70 —
60
50 —
40 —
30 —
20 —
10 —

J u J N J u J —/

N J N
2019 2020 2021 2022 2023 2024

Figure 15: Alleged victims from Germany on leak sites (number)
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Figure 16: Alleged victims from Germany on leak sites (per cent)
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Figures 14, 15,16 & 17 / Leak victim statistics:

Aim of the statistics: To identify the victims of data leaks who have not paid a ransom after a ransomware attack and whose data has therefore

been published on a leak website of an attacker group in order to increase the blackmail pressure./Reported quarterly. / Population: All dedi-

cated leak sites on which the data of victims of data leaks resulting from targeted cybercrime attacks (ransomware attacks and attacks against

new vulnerabilities) were published. /Sample: Full survey of known leak victims. / Survey design/instruments: Detection of data service pro-

viders, reports from victims and public sources./ Coverage: No statement on the number of underlying attacks, but on the number of victims

unwilling to pay whose data was published on a leak page. No differentiation between ransomware victims and victims of data exfiltration

through vulnerability exploitation. / Quality assessment: High global coverage with comparison of different data sources.
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Takedowns

During the reporting period, law enforcement officers
managed several takedowns against ransomware-as-a-
service in internationally coordinated measures. These
achievements illustrate the mounting pressure to prose-
cute cyber criminals.

In an internationally coordinated operation between 16
and 20 October 2023, law enforcement officers seized the
leak site, crypto wallets and server infrastructure of the
RagnarLocker RaaS. At least one main suspect was also
arrested. Due to the arrest of a suspected developer of the
ransomware and the seizure of several servers, Ragnar-
Locker is not expected to return. There is no evidence of
the group having rebranded under a different name.

On 19 December 2023, law enforcement officials an-
nounced an internationally coordinated operation against
Alphv RaaS. Parts of the server infrastructure were confis-
cated and some key material was seized. A few days after
the measures, the operators of Alphv RaaS set up a new

infrastructure and tried to keep their affiliates at the RaaS.

Attacks with Alphv continued to be observed. On 3 March

2024, the operators of Alphv RaaS were subjected to an
exit scam and the operators’ infrastructure was no longer
available from 4 March 2024.

On 19 February 2024, law enforcement authorities carried
out a comprehensive takedown against the LockBit RaaS.
Between 24 and 26 February 2024, a new leak site for the
LockBit RaaS was observed, on which new suspected vic-
tims were also named. In March 2024, a large number of
suspected victims were published on the leak site. Accord-
ing to the BSI, a large number of the suspected victims
named on the leak site since March 2024 are incidents that
took place before the takedown and in which a ransom
was probably also paid. However, actual attacks with the
LockBit RaaS can still be observed.

After takedowns against cybercriminal services, the BSI
often observes a temporary decrease in activity in the field
in which the service was active. However, it has so far only
been a matter of several weeks or months before existing
or new cybercriminal services have filled the resulting
gap. Attackers also learn from the countermeasures taken
by law enforcement officers in order to evade them in the

future.




8.3 Attacks on the Cloud

During the reporting period, there were several success-
ful ransomware attacks on public cloud services that
restricted their availability, for example in summer 2023.
During the relocation of a cloud provider to a new data
centre, the servers to be migrated were connected to the
provider’s internal network. Malware that had previously
been on one of the servers was able to spread to the other
servers. As a result, the majority of the provider’s sys-
tems and customer data, including their backups, were
encrypted. The provider’s IT department was able to re-
store the provider’s own systems. In most cases, however,
customer data was irretrievably lost if it had no further
backup.

In addition, several cases of attacks on the confidentiality
of cloud services through identity theft, both of users’
identities and of the provider’s staff, have been report-
ed. For example, attackers managed to carry out token
forgery at a major cloud provider by stealing a signature
key and imitating the identities of legitimate users of
the cloud service. This made it possible for the attackers
to access their data. After the attack became known, the
signature key and the tokens signed by it were blocked
by the provider to prevent further exploitation by the
attackers.

At another cloud provider, the compromise of a service
account allowed attackers to access the customer sup-
port system and exfiltrate customer support requests.

The requests also contained confidential data, which the
attackers used in some cases for session hijacking attacks
against the affected customers. After the compromise was
detected, the affected service account was deactivated
and sessions associated with it were terminated.

Public clouds are attacked continuously, sometimes
successfully. However, the greatest risks when using the
cloud lie with the users themselves: there have been many
incidents resulting in data loss due to misconfigurations
in ID management. The Thales Group’s “2023 Cloud
Security Study” report also concludes that 55 per cent of
all cloud-related data leaks in the companies surveyed
were due to human error.
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Compromise of the Microsoft Cloud Infrastructure

Situation

On 11 July 2023 (and subsequently on 14 July 2023, 6 Sep-
tember 2023 and 12 March 2024), Microsoft wrote a blog
post to report a successful attack on OWA (Outlook Web
Access) and Outlook.com accounts by a suspected Chinese
state-sponsored attacker group known as Storm-0558. In
the course of this attack, the attackers managed to gain
unauthorised access to the email accounts of around 25
organisations worldwide, including government institu-
tions.

The attack vector was the compromise of a Microsoft sig-
nature key. Signature keys are used to prove the authen-
ticity of access tokens employed to authenticate users. By
accessing the signature key, the attackers themselves were
able to create valid access tokens (token forgery).

The compromised signature key was only authorised

to sign access tokens for Microsoft consumer accounts.
However, a regression in the identity validation logic
provided by Microsoft and used by the affected email ser-
vices extended the scope of the signature key to Microsoft

consumer accounts and enterprise accounts.

It is not yet known how the attackers obtained the key.

Assessment

According to Microsoft, the access gained by the attackers
was only utilised for OWA and Outlook.com, but other ser-
vices could presumably have been affected. Furthermore,
according to Microsoft, the affected group was limited to
around 25 organisations that were actually impacted. As a
result, the actual extent of the damage was significantly less
than the potential damage.

The incident shows that public clouds can also be success-
fully attacked. However, cloud-inherent capabilities, such as
sophisticated logging and detection options, made it possi-
ble to detect, comprehensively analyse (including a reliable
assessment of the blast radius) and contain the attack.

Response

The attack was initially detected by one of the affected
Microsoft customers, who notified Microsoft on 16 June
2023 that an analysis of its log data had revealed abnormal
Exchange Online data access. Microsoft then implemented
mitigation measures until 3 July 2023, which, according

to its own information, prevented the continuation of the
attack with the compromised key - customer intervention
was therefore not necessary. In particular, these mitigation
measures include blocking the signature key and the access
tokens signed by it. Furthermore, according to Microsoft,
the affected group could be precisely determined by analys-
ing the existing log data, and subsequently informed.

As aresult of the incident, the US Department of Homeland
Security’s Cyber Safety Review Board (CSRB) announced in
August 2023 that it would look into the case. The resulting
report was published on 2 April 2024 and criticises Micro-
soft: according to the report, the incident could have been
avoided and Microsoft’s security culture was inadequate.

In addition to presenting the findings of the investigation,
the report also contains a list of recommended security
measures and technical improvements aimed at Microsoft

and other cloud providers.

The BSI also looked intensively into the technical back-
ground of the incident and possible defence measures in
view of the attack techniques used and was in direct contact
with Microsoft from the outset.

As aresult of this mutual exchange, Microsoft published

a technical whitepaper on the correct use of Double Key
Encryption (DKE). For the first time, customers will be able
to assess the protective effect of DKE and any residual risks
depending on their deployment configuration and correctly
use it accordingly. Under these conditions, DKE represents

a possible mitigation measure against the attack techniques
used here.




9 - Threats to Society

Various approaches are needed to strengthen consumers’
resilience to online threats such as phishing. On the one
hand, the focus is on raising awareness, educating and
informing consumer about risks and safety measures. This
also includes topics of emergency preparedness and crisis
management for when consumers need to deal with IT
security incidents in the private sphere. On the other hand,
cybersecurity through active technical protective mea-
sures on the part of the provider as well as the promotion
of secure and user-friendly products (usable security) are
of great importance. This includes establishing practicable
security standards in the development of digital products
and services (security by design, security by default) as well
as a transparency obligation on the part of manufacturers
and providers with regard to their IT and data security
measures. Effective digital consumer protection is a task
for society as a whole. Cooperation, networking and ex-
change between IT security stakeholders from civil society,
academia, business and the public sector should be further

Study

At the beginning of 2024, the BSI published the study “IT
security in the digital consumer market: focus on tax dec-
laration apps”. Across the nine apps examined, 97 security
flaws, including 75 vulnerabilities, were discovered and
subsequently rectified in dialogue with the manufacturers.

A lack of security updates, inadequate password guidelines
and the absence of an option for two-factor authentication
are some of the shortcomings that have been reported to the

manufacturers.

Read more about the study on tax
declaration apps (German):
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promoted in order to strengthen the resilience of consum-
ers in the digital space.

The BSI plays a central role in preventing, detecting and
responding to IT security risks. Evidence-based work such
as surveys or studies in the consumer market form an
important basis for continuously improving IT security for

consumers in dialogue with manufacturers and providers.

9.1 Threats on the Digital
Consumer Market

In the 2024 Cybersecurity Monitor (CyMon), the extent to
which consumers are affected by cybercrime is at a similarly
high level as in the previous year’s survey. Around a quarter of
respondents have already been affected by cybercrime (24%;
2023: 27%). Compared to the previous year, the damage suf-
fered in terms of loss of trust (30%; 2023: 33%), time lost (24%;
2023: 26%) or emotional damage (23%; 2023: 23%) has barely
changed. The loss of trust in online services continues to be
the most frequently mentioned form of damage. However,
the number of people who suffered a financial loss in the last
12 months has increased (26%; 2023: 18%).

The survey also shows that the proportion of consumers
affected by cybercrime remains constant. As in 2023, 15 per
cent of respondents stated that they had been the victim of a
phishing attack in the last 12 months.

For more information about the current citizen survey on
cybersecurity in cooperation with the Police Crime
Prevention of the Federal States

and the Federal Government (ProPK)
and the BSI, go to:

During the reporting period, the BSI Service Centre received
8,244 enquiries from consumers. That is an average of 687
calls per month that the BSI receives and answers regarding
consumer concerns. More than a third of enquiries (39%)
related to specific IT security incidents. Here too, phishing,



https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/DVS-Berichte/steuererklaerungsapps.html%2520.
https://www.bsi.bund.de/DE/Themen/Verbraucherinnen-und-Verbraucher/Leistungen-und-Kooperationen/Digitaler-Verbraucherschutz/Digitalbarometer/digitalbarometer_node.html
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including the vishing and smishing variations, was the most
frequently mentioned concern among enquirers (35.3% of all
reported IT security incidents).

Data Leaks of Consumer Data

Since the beginning of 2024, the BSI’s market observa-
tion has been recording data leaks of consumer datain a
structured manner. From this, findings are derived about
the extent and progression of the impact on consumers in
Germany. The collected data shows that names (83%) and
email addresses (53%) were the most frequently leaked in-
formation. In more than a third of all cases other personal
information, such as address and date of birth/age and
telephone numbers, are also affected. Around a quarter

of the data leaks involved sensitive information, such as

payment data or national insurance numbers.

In 14 per cent of the registered cases of data leaks consum-
ers in Germany were directly affected. In 46 per cent of the
cases, it can be assumed that no consumers from Germa-
ny have been affected. In 40 per cent of cases, the person
affected is unknown or cannot be clearly determined. It is

clear that data leaks are not limited to national borders.

Case Study of a Data Leak

On 23 September 2023, a cloud PC gaming service provider
was allegedly the victim of a data leak incident in which
consumer data was exfiltrated. According to the compa-
ny’s information, the attack first became known through
ablackmail message. After forensic examination of the IT
systems, it became known that the data leak was caused
by stolen session cookies and subsequent misuse of one of
the company’s accounts. All in all, data of 500,000 custom-
ers was exfiltrated, which could be traced back to around
60,000 affected consumers in Germany. The leaked data
included names, email addresses, dates of birth, billing
addresses and credit card expiration dates. In dialogue
with the company it was revealed that the company had
informed customers about the incident and warned them
about the possibility of phishing emails based on the data
obtained, as well as potential risks of account takeovers.

The BSI is in favour of dealing transparently with data leaks
and communicating appropriate assistance to consumers
so that they can protect themselves from further potential
damage.
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Type of leaked information by frequency
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Figure 20: Type of leaked information by frequency (cases involving consumers, multiple items possible, in %, n = 98)
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Figure 21: Affectedness of consumers from Germany in registered data leaks (in %, n = 141)




C Attack

57

Which of the following channels do you use to search for information about cybersecurity?
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Social networks «E

vV
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Brochures on cybersecurity
(print and online)
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At trainings or information events
Telephone hotlines

Other

None of this

Don’t know/not specified

W 2024 0O 2023

Figure 22: Which of the following channels do you use to search for information about cybersecurity?

Source: Cybersecurity Monitor 2024

9.2 Threats in Social Media
and Networks

The term social media stands for many different digital
communication and dissemination channels. What is new
is that texts, images and videos are no longer just of human
origin, but are generated in part by applications based on
artificial intelligence. The threat situation in social net-
works has been exacerbated by Al-generated disinforma-
tion. This is because untruths spread more quickly thanks
to the technical possibilities, especially if they are not
recognisable as having been manipulated. Disinformation
campaigns can be played out to specific target groups and
based on algorithms with comparatively little effort.

At the same time, it must be noted that people include
social networks in their information and search behav-

iour, in this case in their search for information regarding

cybersecurity (see Figure 20, page 56). More than one-third
of respondents use social networks to search for informa-
tion - and the trend is increasing.

Respondents in the 16 to 39 age group in particular are
increasingly using social media as a source of information
(see Figure 21, page 56). This raises the question of whether
users can recognise what is fact and what is fake.

This reveals cautious interventions by the controlling
network operators. Technical restrictions and a desired
balance between freedom of expression and the protection
of other users are key challenges here.

Focus: Social Bots, Disinformation and Artificial Intelligence

Automated accounts can be used to influence and ma-
nipulate users in a targeted manner. These social bots

can behave similarly to humans. Through targeted likes,
sharing and commenting on certain content, they can
simulate supposed interest and thus influence the recom-
mendation algorithms of the platforms so that they suggest
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desired content more frequently. In this way, manipulated
and falsified content can be distributed automatically and
on a large scale. Increasing politicisation and attempts at
instrumentalisation are the order of the day, especially in
the context of geopolitical situations or upcoming elections.
The platforms record a significant increase in such activities,
particularly in the run-up to elections.

Under the EU’s Digital Services Directive, the operators
of very large online platforms are obliged to moderate or
remove content based on certain criteria with regard to

Cybersecurity information sources used

Information sources by age in %
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systemic risks. However, these requirements have not yet
been sufficiently implemented in practice. One reason for
this is that new and faster obfuscation tactics make it more
difficult to distinguish fake content (disinformation) from
serious information. The spread of disinformation is often
supported by Al-based social bots.

The platforms themselves are now increasingly using Al-
based methods to recognise dubious content and accounts.
The aim here is to permanently strengthen the mechanisms
used for detection.
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Figure 23: Cybersecurity information
sources used - information sources by
age




10 - Threats to the Industry

Asin previous years, cyber risks will continue to be one

of the top 10 threats for companies worldwide in 2023.
Cybersecurity must be put on the agenda by company
management and viewed as a company-wide risk. According
to arecent study by Pricewaterhouse Coopers, awareness at
management level has increased. For example, 42 per cent
of the managers surveyed stated that they felt threatened
by cyber risks.!® Those responsible perceive cybersecurity as
a decisive factor for corporate security, but also as a com-
petitive advantage. This is reflected in concrete measures.
Companies are investing more in IT security. Spending on
IT security budgets in companies has risen continuously
since 2020. The Federal Statistical Office assumes an annual
growth rate of 10.5 per cent for the period between 2020

and 2025.% In 2023, around 8.5 billion euros was invested in
cybersecurity, more than ever before. The BSI welcomes this
development and has long recommended fixed minimum

expenditure for in-house cybersecurity measures.

Strong Threat

At the same time, companies are increasingly exposed to
cyberattacks. According to estimates by the digital associa-
tion Bitkom, German companies suffered losses of around
206 billion euros in 2023 due to digital attacks, industrial
espionage and sabotage.” According to Bitkom, 148 bil-

lion euros of this - i.e. three quarters of the total loss - is
attributable to cyberattacks, the biggest threat. The attacks
on commercial enterprises are widespread. On the one hand,
large companies with strong sales continue to be attacked.
At the same time, ransomware attacks in particular are also
becoming a mass business due to the lower technological
effort involved in using ransomware-as-a-service. As already
described, criminals often take the path of least resistance,
so that not only small and medium-sized companies (SMEs),
but also municipalities, universities and research institutions
are increasingly affected. SMEs in particular often have a
lower budget for cybersecurity or the topic is generally not
high enough on the agenda (see chapter Threats to SMEs in
Germany, p. 66). The BSI believes that this professionalisa-
tion is helping to create a cybercrime black market economy
(see chapter on Ramsomware Groups, page 19). Companies
do not face a single attacker, but an efficiently organised
attacker industry based on the division of labour. In the
international environment, cybercriminals supported or
tolerated by some states find safe havens for their activities.
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The BSI continues to see ransomware as the greatest threat
to commercial enterprises (see chapter Cybercriminal Black
Market Economy, page 19). Other frequent damage is caused
by phishing, malware and password theft.’® The damage
caused by such attacks is often accompanied by a feeling of
insecurity regarding successful digitalisation — with some-
times serious consequences for the innovative capacity and
digital transformation of affected businesses.

Businesses are also challenged by the changing global secu-
rity architecture. Businesses and research institutions are
concerned about becoming the target of politically motivat-
ed espionage, industrial espionage or politically motivated
cyberattacks® - (see chapter Cyber Activities within the
Context of Geopolitical Tensions and Conflicts, page 22).

Future Challenges

Companies are already increasingly relying on the use of
artificial intelligence. The influence of Al on the industry will
undoubtedly continue to increase in the future. In a recent
study, 70 per cent of the companies surveyed stated that the
use of Al will significantly change the way companies develop
and work.?’ At the same time, however, 64 per cent also see an
increased IT security risk here, thus expressing their current
uncertainty regarding this new technology. The BSI is in
favour of a pragmatic use of Al and provides assistance for the
use of Al in companies. Companies that want to benefit from
the productivity gains of using Al must invest in cybersecuri-
ty in order to be able to master this technology securely.

Read more about the use of
Al in companies (German):



https://www.allianz-fuer-cybersicherheit.de/SharedDocs/Audio/Webs/ACS/Podcast_Folge_21.html
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/KI/Generative_KI-Modelle.html
https://teams.microsoft.com/l/message/48:notes/1731960495010?context=%7B%22contextType%22%3A%22chat%22%7D
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Resilience and Cooperation

The increased awareness of cyber risks should be reflected,
first and foremost, in appropriate protective measures.
Taking concrete steps to protect one’s business is essential.
Businesses need to continue to invest in their resilience

in order to position themselves well in this threat land-
scape. This includes technical and organisational measures
such as regular security updates, backups and employee
training, certifications in accordance with ISO 27001 and
IT Grundschutz. While large companies are generally well
positioned in this respect, SMEs urgently need to catch up
(see chapter Threats to SMEs in Germany, page 66). The
BSI provides numerous services for SMEs. When it comes
to drawing up emergency plans, businesses of all sizes can
intensify their measures. Less than a third of all business-
es have a written emergency plan. The BSI offers an easy
introduction to emergency management with its “Cata-
logue of measures for emergency management”?! and an
overview document for the SME target group.?? Just as im-
portant as the implementation of resilience measures is the
regular practice of these measures. A backup is only useful
if it can be restored. Another important tool for greater
resilience is the BSI standard 200-4 for holistic business
continuity management (BCM). The practical guide helps
to minimise the interruption of operations after a specific
IT security incident.?

Another key factor is exchange and communication on
security incidents. More and more companies are handling
incidents transparently and informing the public and their
customers. This helps to close potential security gaps more
quickly and prevent damage to other companies, but also
to publicise examples of how companies have successfully
improved their cybersecurity using best practices. The

BSI offers the opportunity to report an incident via the
reporting and information portal and thus contribute to
the situation.*

Cybersecurity is a team effort. Cooperation creates resilient,
sustainable structures. The BSI contributes to this with its
services for industry, such as the publication series “Manage-
ment Blitzlicht” (Management Spotlight) and the Alliance
for Cyber Security network.

10.1 Threats to Critical
Infrastructures

Critical infrastructures (CI) are organisations or facilities
that are important for the state community, the failure or

impairment of which would result in lasting supply bottle-
necks, significant disruptions to public safety or other
dramatic consequences. CIs form a crucial basis for the
functioning of our society. However, their importance is
sometimes only recognised when there is a disruption. All
critical services are particularly dependent on smoothly
functioning IT.

Ongoing Heightened Threat

The threat situation for companies remains tense and the
number of cyber incidents is increasing. This also applies
to the subset of companies that belong to the critical
infrastructures (CIs). Successful attacks on CI operators
can not only lead to economic damage, but can also have
an impact on the supply of critical services to the popu-
lation. To meet these challenges, operators must achieve
and maintain a high level of cybersecurity.

Reporting Improves the Situation

Section 8b (4) of the Act on the Federal Office for Infor-
mation Security (BSI Act - BSIG) stipulates a reporting
obligation for CI operators. The reporting obligation ap-
plies to disruptions that have led or could lead to a failure
or to a significant impairment of the functionality of the
CI. However, the National IT Situation Centre also accepts
voluntary reports. During the reporting period, the BSI
received 726 reports (2023: 490).

Management Systems for Information Security and Business
Continuity

The regular audit reports of CI operators contain an as-
sessment of the effectiveness of the information security
management system (ISMS) and business continuity man-
agement system (BCMS). The auditing body uses a matu-
rity model to assess the level of the management systems
implemented by the operator. The BSI’s guidance on audit
reports in accordance with Section 8a (3) BSIG describes
the maturity levels for ISMS and BCMS on page 62.

Regular determination of the maturity level in the course
of providing audit reports enables the documentation of
ISMS and BCMS maturity across audit cycles. The deter-
mination of maturity levels has proven to be a practical
method to give the BSI an initial impression of the degree

of implementation of the management systems.

Intrusion Detection Systems

With the IT Security Act 2.0, the use of intrusion detection
systems (IDS) was expressly prescribed for CI operators




Notifications by CI sector

Figure 24: Notifications by CI sector during the reporting period, source: BSI

in the BSIG in May 2021 (Section 8a (1a) BSIG). This legal
obligation not only applies to CI operators that exceed the
thresholds of the BSI Critical Infrastructure Ordinance
(BSI-CIV), but also to all electricity and gas network oper-
ators via Section 11 (1d) of the German Electricity and Gas
Supply Act (Energy Sector Ordinance - EnWG). The quality
of the systems used in accordance with Section 8a (1a) BSIG
and Section 11 (1e) EnWG can be assessed using an imple-
mentation level model. Auditors and inspectors can use
this to assess how advanced the organisational and techni-
cal measures in the audited critical infrastructure are.

The aim of using an implementation level model is to in-
crease the quality of intrusion detection systems. Regular
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analyses can be used to check which sub-areas are still
insufficiently controlled. A low degree of implementation
justifies a particular need for action. Degree of implemen-
tation models can therefore help to prioritise the further
development of intrusion detection systems.

IDS Implementation Rate According to the Latest Available
Audit Report

The number of audit reports does not correspond to the
number of operators. Some energy industry operators are
required to provide audit reports in accordance with Section
11 (1f) EnWG. These audit reports contain implementation
levels of the systems for intrusion detection, but no ISMS/
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ISMS maturity level
according to the latest available audit report
Maturity Level

(Sector 1 2 3 4 5
Energy 1 20 40 28 28
Water 0 8 13 28 30
Nutrition 0 11 20 8 10
Information Technology and Telecommunications 0 2 9 10 18
Health 3 78 64 43 23
Finance and Insurance 0 8 35 20 42

\Transport and Traffic 3 24 30 6 8

BCMS maturity level

according to the latest available audit report

Maturity Level

Sector 1 2 3 4 5
Energy 2 28 51 23 13
Water 3 13 21 21 21
Nutrition 4 10 22 9 4
Information Technology and Telecommunications 2 8 11 12
Health 15 104 52 26 14
Finance and Insurance 0 28 22 29 26

\Transport and Traffic 28 21 6 9

ISMS and BCMS Maturity Levels

1:is planned but not yet established / 2: is largely established / 3: is established and documented /4: in addition to maturity level 3, regularly

reviewed for effectiveness (ISMS) resp. regularly reviewed and practised (BCMS)/5: in addition to maturity level 4, regularly improved

Figure 25: ISMS maturity levels and BCMS maturity levels by sector according to the latest available audit report, source: BSI

BCMS maturity levels. There are also operators who are not
required to provide audit reports in accordance with Section
8d (2) BSIG. Finally, there are recently registered operators,
for example in the municipal waste disposal sector, who only
have to submit audit reports two years after registration.

Cooperation Wins - even with CI

For many years, Germany has had an independent partner-
ship for critical infrastructure (Unabhingige Partnerschaft
KRITIS, UP KRITIS) where CI operators, their professional
associations and the responsible authorities work together
to protect critical infrastructures in Germany. All CI oper-

ators can become participants in the UP KRITIS, including
smaller operators that remain below the threshold values
of the BSI-CIV and are therefore not covered by the statu-
tory registration and audit reporting obligation. There are
currently 960 organisations registered as participants in the
UP KRITIS (as of 30 June 2024). Professional dialogue takes
place in particular in thematic and sector working groups.
In 2024, the UP KRITIS will expand to include working
groups that focus on the physical protection of criticial in-
frastructures as part of an organisational update. Thanks to
this closer integration, the UP KRITIS is geared towards the
increasingly complex threat landscape, which is countered
with an integrated, comprehensive approach.
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IDS implementation rate

according to the latest available audit report

Maturity Level

4 )
Sector 0 1 2 3 4 5
Energy 2 7 39 28 3 2
Water 1 8 8 11 5 0
Nutrition 0 2 7 10 3 1
Information Technology and Telecommunications 0 0 3 12 2 3
Health 1 44 87 35 13 0
Finance and Insurance 0 2 22 23 17 4

\Transport and Traffic 0 19 24 9 1 0

The guidance on the use of intrusion detection systems describes the following levels of implementation:

0: No measures to fulfil the requirements have been implemented to date and there are no plans to implement any measures./ 1: There are plans

to implement measures to fulfil the requirements, but for at least one area no concrete implementation yet. / 2: Implementation of measures to
fulfil the requirements has begun in all areas. Not all MUST requirements have been fulfilled yet./3: All MUST requirements were met for all areas.
Ideally, the necessity and feasibility of the SHOULD requirements have been checked. A continuous improvement process has been established or
is being planned./4: A1l MUST requirements were met for all areas. All SHOULD requirements have been fulfilled, unless they were excluded with
sound and comprehensible reasons. A continuous improvement process has been established./5: All MUST requirements have been fulfilled for

all areas. All SHOULD requirements and CAN requirements have been fulfilled for all areas, unless they were excluded with sound and compre-
hensible reasons. Sensible additional measures were identified and implemented for all areas in accordance with the risk analysis/assessment of

protection requirements. A continuous improvement process has been established.

Figure 26: IDS implementation rates according to the latest available audit report

The security of critical infrastructures is the foundation and information systems, especially for energy operators.
of Germany as a cybernation. This includes strengthening The company’s products are also used in industry and
resilience against cyberattacks, which is primarily achieved logistics as well as by transport infrastructure operators.

through close cooperation between the state, business and ! ]
1 f f The attackers gained unauthorised access to the software
society. The UP KRITIS and its working groups play an ]
company’s IT infrastructure and then encrypted parts of

important role here. x
the IT systems and data. The company then deactivated all
external connections to customers. CI operators from the
10.1.1 Threats to Critical Infrastructure - energy, transport and traffic sectors informed the BSI that
Energy restrictions could be possible with regard to critical servic-

- f f es. In all cases, the acute impact on operators was limited
The threat level in the energy sector remains high. Oper- 1 Ban 1
Ra - 1 to maintenance access systems. Critical services were not
ators of critical infrastructures in the energy sector are i H :
. | ] | impaired in the further course of the project. The BSI was
confronted with a wide variety of attack scenarios. 1 ]
in contact with many CI operators and sent out regular

The example of a software company that provides servic- updates using its cybersecurity warning messages (CSW).

es to the energy sector shows that ransomware attacks JabEs !
: , : ] Another victim of a ransomware attack was an electrical
continue to pose a threat to suppliers and service providers. ! !
. engineering company. The attackers were able to capture
In February 2024, it became known that the company had SEnRE s
T ] ] several terabytes of data and threatened to publish it if no
been the victim of a cyberattack. According to the inter- E .
I : E ransom was paid. The company is a well-known manufac-
nationally active company, it employs 2,200 people at 13 ! f f
. ] : | . turer of industrial control and automation systems (ICS),
locations in Germany and 16 international locations. In i : . !
i - including for the petroleum industry in Germany.
addition to control systems, it also develops process control
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The ransomware incidents observed show that cybercrim-
inal groups are increasingly targeting victims with high
ransom expectations. Ransomware actors focus on suppos-
edly solvent targets who are presumably willing to pay a
high ransom. The focus is therefore shifting to companies
from the CI sectors, where the need to maintain critical
services could favour a high willingness to pay.

Phishing, DDoS and Human Error

In addition to ransomware, phishing can also be observed
in the energy sector. For example, several phishing cam-
paigns attributed to a suspected pro-Russian group have
been uncovered since November 2023. The aim of these
campaigns was to persuade victims to download malware

designed to steal information.

The Federal Network Agency (BNetzA) also reported an
ongoing phishing campaign in which phishing emails
were sent in the name of the BNetzA. Potential victims
were asked to enter sensitive data on a fake website that
resembled the BNetzA website.

DDoS attacks were also observed in the reporting period.
As aresult of a DDoS attack on an energy operator, there
was a temporary partial outage of the critical infrastruc-
ture. The operator stated that the cyberattack caused the
firewall to be overloaded. The DDoS attack was directed
against a processing system for the sale of fuel and heating
oil. For around 2.5 hours, the availability of the critical
service was restricted at several locations across Germa-
ny. The scope of the attack was reduced by switching off
systems and thus reducing the attack surface.

The various attack scenarios include technical and/or hu-
man errors that resulted in the impairment of critical servic-
es. For example, a pipeline operator reported that both main
data connections were inadvertently interrupted at the same
time. Originally, these were to be gradually replaced by fibre
optic connections. Due to the simultaneous interruption of
the data connections, both routers were no longer accessible.
The cause of the malfunction was a human error in which
copper data connections were accidentally and irreparably
removed. As a safety measure, the oil transport through

the pipeline was stopped. Customers were informed by the
operator at an early stage. The outage lasted several days. A
prolonged outage would have had an impact on the critical
supply service of crude oil (products). In cooperation with a
service provider, an alternative data connection was set up

and the accessibility of the routers was restored.

10.1.2 Threats to Network Infrastructure
(Focus on Mobile Communications/5G)

In modern society, the exchange of information has
become a very important economic factor and part of
everyday life. An important part of the German industry
is heavily dependent on uninterrupted voice and data
transmission. A failure of the basic ICT infrastructure can
lead to a standstill in production companies after a short
time, as production and logistics cannot communicate
with each other. The mobile communications sector in
particular has gained considerably in importance due to
the introduction of new mobile communications stand-
ards and ever-increasing networking. The BSI continu-
ously monitors and evaluates the security situation in
national telecommunications networks based on reports

of incidents and vulnerabilities.

National Situation

With the introduction and integration of new mobile com-
munication standards and modern technology concepts,
the complexity of network structures is also increasing.
The resulting functional dependencies increase the attack
surface for public and private mobile networks. In particu-
lar, the parallel operation of different generations of mo-
bile communication technology leads to highly complex
networks with the need for a holistic approach to security.
Intensive monitoring and analysis of cyberattacks and
vulnerabilities in the context of mobile communications is
therefore essential to ensure the resilience of national mo-
bile networks. The outages that occurred were often caused
by maintenance work or upgrades in the complex network
structures. However, the BSI has also detected an increas-
ing number of physical attacks on individual base stations.
Vandalism or sabotage led to longer, but regionally limited
outages, which could usually only be rectified by replacing
the defective infrastructure. The BSI also observed several
impairments in the area of emergency call technology in
wired networks. Furthermore, maintenance work or failed
updates as well as damage to infrastructure also led to
outages and disruptions in these networks.

International Situation

During the reporting period, the BSI also observed an
increasing threat from state actors in the international
arena. Due to a cyberattack on Ukraine’s largest mobile
phone provider Kyivstar, its mobile network was largely
unavailable for several days. In addition to the failure of
mobile communication, numerous networked applica-




tions such as payment terminals, alarm systems and even
street lighting were also impacted. In another incident,
the entire mobile phone network of the Australian net-
work operator Optus went down for several hours. Around
half of the Australian population, numerous hospitals,
payment terminals and underground railway services
were affected by the outage, which was presumably caused
by a failed update. These two large-scale incidents once
again highlight the importance of mobile networks for
digitalised applications.

Weaknesses in Mobile Communications

During the reporting period, numerous vulnerabilities
were also discovered in commercially available 5G mo-
dems from two chip manufacturers for mobile communi-
cation technology. Using fake base stations in the mobile
network, it is possible to exploit implementation errors

in unpatched modems and carry out a denial-of-service
attack. The BSI was able to simulate the attack on these
vulnerabilities in its own 5G/6G security lab and esti-
mates that it is unlikely to be widely implemented in the
public mobile network due to the necessary technical
requirements. In addition, certain security mechanisms
of the new mobile communications standards can be
circumvented by downgrade attacks on older generations
of mobile devices. Older, vulnerable signalling infrastruc-
tures will continue to be necessary for roaming between
different countries, network operators and mobile phone
generations and can be exploited to locate and monitor
people if they are successfully compromised. In this con-
text, the BSI has observed that signalling protocols such as
SS7 remain the focus of attackers and regularly result in
mobile network operators having to adapt their detection
mechanisms. Signalling protocols are used to transmit
information for controlling communication connections

in telecommunications networks.

Overall, the BSI sees an increasing threat to private and
public telecommunication networks at both national and
international levels. Mobile networks in particular are
increasingly susceptible to infrastructure-related vul-
nerabilities in their hardware and software platforms due
to virtualisation and cloudification. With the help of so-
phisticated detection and response measures by network
operators, cyberattacks on telecommunication networks
can usually be detected and mitigated at an early stage in
order to minimise damage and impact for end users. In
order to further increase the security of the networks, the
BSIis involved in the creation of new security require-
ments as part of the updating of the catalogue of security
requirements in accordance with Section 167 TKG for
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which the Federal Network Agency is responsible. The
BSIis also involved in the standardisation of 5G/6G and
Open RAN as well as the future signalling and roaming
infrastructure between mobile network providers. In ad-
dition, critical 5G components in public mobile networks
are subject to mandatory certification to ensure that the
specified security features are in place. This will come into
force after a transitional period in 2026. As a qualified in-
dependent body, the BSI checks compliance with security
requirements in public networks in the event of increased

risk potential, as required by the Telecommunications Act.

10.1.3 Threats to Satellite Communications

Today, satellite-based services are playing an increasingly
important role for society, the industry and the state. The
dependency of users of modern IT systems and satel-
lite-based services is therefore constantly increasing. Above
all, satellite communication in any form, for example satel-
lite-based internet access for independent communication
by emergency services, is becoming increasingly important.
Modern satellite constellations such as Starlink or OneWeb
offer increasingly comprehensive, suitable services to pro-
vide internet access in remote locations without terrestrial
broadband access. Earth remote sensing and navigation are
also inconceivable without space-based systems and ser-
vices. As a result, these systems are becoming increasingly
attractive to attackers. The cost of an attack is moderate due
to the signalling structure, but the potential damage caused

and the unforeseeable collateral damage are quite serious.

In the case of satellite systems, in addition to the classic
attack vectors on terrestrial infrastructures, the possible
attack paths on the satellites themselves must also be
explicitly considered. There are already tried and tested
concepts for securing terrestrial systems. Satellites, on the
other hand, are a vulnerable element due to their global
availability and require special protective measures.

NIS 2 Directive with Extended Requirements for Satellite
Communication

The aim must be to develop a good level of security re-
quirements for satellites that are as standardised as possi-
ble. Satellite systems cannot be regulated and secured on
a purely national basis. Cooperation with other countries
and international organisations, such as ESA or the EU,

is essential here. The NIS 2 Directive, in which space is
presented as a separate sector, recognises this to a certain
extent. It represents an important step towards European
security for satellite systems. Nevertheless, it remains
relevant to establish such minimum requirements in a
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global context. The BSI sees itself in a pioneering role here and
will work on this with international partners. Find out more
about the NIS 2 Directive in chapter NIS 2 Directive, p. 82.

10.2 Threats to SMEs in Germany

More than three million small and medium-sized enterpris-
es in Germany are facing the challenges of digitalisation and
the cybersecurity it entails. This sub-sector of companies,
which accounts for 99.4 per cent of all German commercial
businesses, is broken down as seen in Figure 27 on page 67.

Micro (< 10 employees) and small (< 50 employees) businesses
in particular often do not have the necessary staff to take
care of the operation and security of the company’s infor-
mation technology. For example, it is simply not worthwhile
for these companies to employ their own IT staff. As part
of the classic “make or buy” decision-making process, the
“we can somehow manage it ourselves” approach is often

chosen. This contrasts with the growing threat landscape.

In 2024, the BSI’s experience is that many companies will
still not have sufficient knowledge of the general cyber
threat landscape or their own risk profile. They do not even
realise that they need to invest more in their security. Even
basic preventive measures, which can often be implemented
free of charge, are therefore often not taken.

On the other hand, those SMEs that have already developed
an awareness of the problem and want to recruit staff often
find that they cannot compete with the salaries offered by
large companies or IT service providers in a supply market as
a potential employer. And those who want to outsource IT/
IT security to a service provider may well find that there are
either too few qualified service providers in their region or
only those that do not match the size of their own company.

Fortunately, the number of small and medium-sized busi-
nesses (SMEs) that would like to do more for their IT security
is increasing. However, they often do not know how best to
proceed. Existing standard works for setting up an infor-
mation security management system, such as the BSI’s [T
Grundschutz compendium or the ISO/IEC 27001 standard,
are more suitable for companies that have independent IT
operations. However, this does not apply to the majority of
companies with fewer than 50 employees.

Consortium for the Development of a DIN SPEC

In order to support such companies, a consortium was

founded in cooperation with the German Association of

Small and Medium-Sized Enterprises (BVMW) under the
leadership of the BSI to develop a DIN SPEC. A total of
almost 20 partners were involved, including the German
Institute for Standardisation (DIN), business development
agencies, a subsidiary of the German Insurance Association,
IT Grundschutz experts, data protection specialists and IT
service providers. The project was funded by the Federal
Ministry for Economic Affairs and Climate Protection as

part of the “Mittelstand Digital” programme.

The results of the consortium’s eight months of work are
the “DIN SPEC 27076 IT Security Consulting for Small and
Micro Enterprises” published in May 2023 and the Cyber-
RisikoCheck (CyberRiskCheck) based on it. This enables
SME:s to obtain standardised advice from IT service provid-
ers that is specifically tailored to their needs. The recom-
mendations for action for SMEs were also standardised in
the DIN SPEC. This means that both the client and the con-
tractor know what service is to be expected and provided.

Performing CyberRisikoCheck

In the CyberRisikoCheck, an IT service provider asks a com-
pany about its IT security in a one- to two-hour interview,
usually via video conference. In it, 27 requirements from six
subject areas are checked to see whether the company fulfils
them. Points are awarded for the answers in accordance
with the DIN SPEC specifications. As a result, the company
receives areport that includes the score and a recommenda-
tion for action for each unfulfilled requirement. The recom-
mendations for action are ranked according to urgency and
include information on what federal, state and local govern-
ment support is available to the business. CyberRisikoCheck
isnot an IT security certification. However, it enables a
company to determine its own IT security level and shows
which specific measures the company should implement or
commission from an IT service provider.

At the federal level, the check and subsequent recommenda-
tions for action are already being subsidised by 50 per cent
via the “go-digital”* programme, and in North Rhine-West-
phalia (NRW) by as much as 70 per cent via the “Mittelstand
Innovativ & Digital (MID)”? programme. Several other
states have also signalled their willingness to provide fund-
ing. From March to June 2024, the BSI trained 351 IT service
providers in the implementation of the CyberRisikoCheck.
Since May 2024, the BSI has also provided them with web-
based software to carry out the CyberRisikoCheck at their
customers’ premises and receives the anonymised survey
data from the checks. This allows the National IT Situation
Centre to access valid data on the cybersecurity of SMEs for
the first time and include it in the BSI reports on the cyber-




security situation. The Situation Report 2025 will therefore
provide a comprehensive presentation of the situation of
SME:s for the first time.

The CyberRisikoCheck thus contributes to the further
development of preventive services offered by the federal,
state and local authorities. Further information on the
CyberRisikoCheck as well as a list of registered IT service
providers offering the check and other useful information
for SMEs can be found on the BSI website.

Read more about CyberRisikoCheck: E E

More information for SMEs
(German):

To the brochure “Cybersecurity
for SMEs - The Top 14 Questions”
(German)

Breakdown of companies in Germany

In 2019
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Figure 27: Breakdown of companies in Germany in 2019, source: Federal Statistical Office, Status: 6 May 2024%
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https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Informationen-und-Empfehlungen/KMU/CyberRisikoCheck/CyberRisikoCheck_node.html
https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Informationen-und-Empfehlungen/KMU/KMU_node.html
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/Broschueren/Cybersicherheit_KMU.html
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Cybersecurity Incident at a Remote Screen Sharing Provider

Situation

In February 2024, the manufacturer of widely used
software for remote access and screen sharing published
a press release on a successful cyberattack that resulted in
the compromise of internal systems.

Public sources report that source code and certificates for
signing the software were also leaked in the course of this
compromise. The manufacturer carried out the clean-

up and restoration directly with a service provider. As a
result, certificates have been withdrawn and updates have
been provided to replace end-user certificates.

The affected manufacturer told the BSI that the company
currently has no knowledge of any compromise of user
data, but has forced a reset of its customer portal pass-

words as a precaution.

Assessment

According to the BSI, there is a risk that this information
could be used for further attacks on the provider’s cus-

tomers due to the possible leakage of the source code and
certificates. Man-in-the-middle and supply chain attacks
are conceivable in this context. In particular, certificates

that may have been leaked could have gone unnoticed or,

in the worst case, attacks that have already taken place
could have remained undetected. The measures imple-
mented by the manufacturer concerned have consider-
ably reduced the hazard potential. Nevertheless, it cannot
be ruled out that malicious versions of the software that
are signed with a compromised certificate may be offered
by attackers on third-party websites or sent specifically to
customers.

In the corporate context, the application is often used
with privileged rights, which opens up a particular risk
potential.

Response

The BSI is in contact with the company concerned, can
confirm the incident and also issued an incident warning

at the beginning of February.

The BSI generally recommends following the recommen-
dations of software manufacturers and installing the lat-
est version with the new certificate. Updates should only
be obtained via the update function within the software
or via the manufacturer’s website. In addition, employ-
ees should be made aware that software should never be

obtained from insecure sources.
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CrowdStrike Falcon Causes Worldwide IT Outages

Situation

On 19 July 2024, an IT security solution from CrowdStrike
caused global IT outages in numerous industries. Many IT
failures were reported in Germany, including at CI opera-
tors and organisations subject to reporting requirements.
The IT failures occurred in connection with an update of
the EDR software Falcon. Falcon is an enterprise tool that
is only used in companies, so private individuals were

not affected. CrowdStrike had rolled out a content update
to the software, which led to a system crash with a final
“blue screen of death” (BSOD) on Windows-based instal-
lations. The error only occurred when the Falcon EDR
sensor had been installed. The cause was a programming
error in the IT security solution programmed in C++.
CrowdStrike immediately communicated a workaround
to solve the problem on 19 July 2024. According to Micro-
soft, a total of around 8.5 million Windows systems were
affected. Cyber criminals have exploited the IT failures
for various forms of phishing, scams or fake websites. By
21 July 2024, the situation had returned to normal.

Assessment

This was not a cyberattack, but a lack of quality assurance
on the part of the manufacturer. The IT outages caused by
CrowdStrike have resulted in enormous, as yet unquanti-
fied, costs to those affected. According to initial estimates,
the costs are likely to be in the billions.

Response

CrowdStrike provided mitigation measures for various
systems on its support portal on 19 July 2024. On 19 July
2024, the BSI also published management information on
the facts of the case and the possible mitigation measures
for its target groups. On 21 July 2024, Microsoft published
arecovery tool for the systems affected by the Crowd-
Strike outage.

Together with CrowdStrike and Microsoft, the BSI has
developed initial measures to prevent similar incidents
in the future. In addition, the BSI will agree measures
with CrowdStrike to ensure the operational stability of
customer systems, even when installing software updates
required at short notice. The measures include short,
medium and long-term steps until the end of 2024 as well
as further measures until 2025. The BSI will review the

effectiveness of implemented measures.
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11 - Threats to Federal Administration

Every day, government networks are exposed to predomi-
nantly untargeted mass attacks from the internet. In some
cases, however, attacks are also directed specifically at the
federal administration. The BSI uses a range of comple-
mentary measures to protect government networks from
these attacks.

Web filters, which block access to malicious websites and
web servers, are a preventive component. This, for ex-
ample, prevents access to malicious programmes hidden
behind download links. These links are distributed as part
of social engineering attacks via email, social media or
websites. This protective measure also prevents malware
that is already active from communicating with web serv-
ers that are under the attackers’ control. This prevents the
malware from receiving new components and commands
from the attackers. In addition, it is then no longer possible
for the malware to send the victim’s data to these web
servers. In the current reporting period, an average of 375
new malicious websites were blocked every day. The index
of new blocks of malicious websites averaged 278 points,
more than two and a half times higher than at the start of
recording in 2018 (see Figure 23, page 58).

In addition, a centralised protection against spam emails
increases the security of government networks. This mea-
sure is not only effective against unsolicited emails. It also
recognises cyberattacks such as phishing emails. The spam
rate, i.e. the proportion of unwanted emails in all emails

received, averaged 53 per cent in the reporting period.

The volume and development of spam emails in the federal
government’s networks are measured by the Spam Mail In-
dex (see Figure 24, page 61). This averaged 88 points in the
reporting period (-30% compared to the previous report-
ing period). There were slight fluctuations due to various
waves of spam. The federal administration’s spam filters
reliably fend off such spam waves so that they do not reach
the intended users.

Index of new blocks of malicious websites
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Figure 28: Index of new blocks of malicious websites (2018 = 100)

Figure 28 / Web filter measurement in federal networks

Aim of the statistics: The number of new blocks that have become
necessary on the web filter of the federal government’s networks,
which block access from the federal administration to malicious
websites. / Reported monthly. / Population: All new blocks of
malicious websites that appear necessary to the BSI based on
current knowledge of the situation./Sample: All new blocks,

i.e. detection and filtering rules on the web filter of the federal
government’s networks. / Survey design/instruments: Monthly
aggregation of an ongoing survey on the web filter of the federal
government’s networks. / Scope: Authorities that do not participate
in the BSI’s centralised protection measures are excluded. Blocking
of malicious websites is reported, not attempts to access malicious
websites / Quality assessment: The situation assessment on which
the blocking is based applies to the federal government’s networks;
federal government networks are one of the largest networks in
Germany and can therefore be regarded as a blueprint for the inter-

net as a whole.
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Figure 29: Spam Mail Index for the federal administration (2018 = 100)
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Figure 29 / Survey on email traffic
with the Federal Administration
Aim of the statistics: Survey of incoming email traffic with the Fed-
eral Administration. / Reported monthly. / Population: All emails
received by the central mail transfer agent./Sample: Complete
survey / Survey design/instruments: Daily aggregation of spam
filter detections on the federal government’s networks. / Scope:
Excludes authorities that do not participate in the BSI’s centralised
protection measures. General statistical characteristics, spam status
and information on email attachments are recorded. / Quality as-
sessment: Precise, as a complete survey. Minor inconsistencies due

to improving detection and different calculation times.

Attacks on the Email Inboxes of Various Organisations

Situation

Last year, the BSI became increasingly aware of incidents
in which the email inboxes of various relevant organisa-
tions, some of which are politically connected, were at-
tacked. State-sponsored actors in particular used various
methods to access emails. These included attacks with
weak or recycled passwords, attacks via zero-day vulnera-
bilities or phishing attacks. Webmail systems are particu-
larly vulnerable. They can still often be accessed freely
over the internet without multi-factor authentication.

Assessment

Such attacks may have leaked data that could be used
by state actors as part of hybrid threats. This poses an
increased risk, particularly due to the current geopoliti-

cal circumstances and the elections in 2024. In addition

to pure data leaks, there is also the risk of targeted spear
phishing attacks, either based on the leaked information
or through the active use of compromised mailboxes.

Response

In several incidents, the BSI has supported the affected
organisations with forensic investigations and advice,
sometimes in cooperation with other federal authorities.
Better implementation of password policies, the use of
multi-factor authentication and restricting the accessibil-
ity of the internal network from webmail systems could
have prevented attacks of this kind and the use of stolen
credentials in some cases. This emphasises the need to

implement basic safety measures.




72

Ransomware Attack on a Municipal IT Service Provider

Situation

A municipal IT service provider fell victim to a cyberat-
tack at the end of October 2023. According to a press re-
lease from the responsible police headquarters, the attack
took place on the night of 30 October 2023. On 31 October
2023, the IT service provider announced that encrypted
data had been discovered on servers. Due to the cyberat-
tack, the IT service provider had shut down the majority
of its IT systems as a precautionary measure.

A large number of municipal administrations, specialised

procedures and websites were affected by the attack.

According to its own information, the IT service provider
is responsible for the support of 20,000 municipal work-
stations. According to the media reports, the IT service
provider has 72 municipal customers with at least 1.7
million inhabitants who were affected by the attack.

In January 2024, the IT service provider published a foren-
sics report that identified the Akira ransomware group as
the attacker. According to the report, initial access to the
company was gained via a VPN solution, by means of pre-
viously captured or guessed access data or by exploiting a
vulnerability.

At the time this report was published, the service pro-
vider was still in the restart phase, during which certain
specialised procedures are being restored or are running
in basic mode, while other specialised procedures are still
unavailable.

Assessment

While federal authorities are secured centrally via gov-
ernment networks, local authorities organise their IT
security measures differently. The IT service providers of
the municipalities are independently responsible for the
established defence measures. The failure of a central IT
service provider has a serious impact on a large number of
municipal services and therefore on the general popula-
tion.

The Akira ransomware is based on the source code of the
Conti ransomware that became public in 2022. Attackers
usually rely on a combination of encryption and the publi-
cation of stolen data on a leak site.

Response

The IT service provider under attack had shut down the
majority of its IT systems as a precautionary measure and
was in contact with the State Office of Criminal Investi-
gation, external security service providers and the BSI. In
response to the cyberattack, an extended crisis team was
formed on 31 October 2023, which included the victim,
external IT forensic experts and the IT managers of all the
district administrations in the association area.
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12 - Cyber Resilience in the Context of Major Social

and Political Events

Security concepts for mass events must also encompass
the digital space. Before the European Football Champi-
onships in summer 2024, for example, entire infrastruc-
tures as well as individual sports clubs were threatened
by phishing campaigns, DDoS attacks and ransomware

infections.

Democracy is under attack in the digital space as well.
Cyberattacks on political parties paralyse servers or steal
emails and documents. Foreign states exert illegitimate
influence on political events in Germany. Russia, for ex-
ample, has stepped up its activities since the war of aggres-
sion against Ukraine. Targeted disinformation makes it
difficult for the public to distinguish between serious and
dubious sources of information on the internet. Artificial
intelligence is used to manipulate images, audio and video
files in a deceptively realistic way. Disinformation and po-
litical influence before elections manipulate the political
decision-making process.

12.1 Cybersecurity in the Context
of Elections in the Year 2024

In 2024, more than 70 elections are scheduled or have
already taken place worldwide, including presidential
elections in the USA, India and Russia, for example. For
German citizens, not only the European elections took
place, but also three state elections in Saxony, Thuringia
and Brandenburg as well as nine local elections. Both the
electoral process and communication by the authorities
and the media, as well as the formation of opinion and will
in the context of elections, are now highly dependent upon
information technology and are therefore at the centre of
information security.

Threats and Types of Illegitimate Influence and Attacks in
the Context of Elections

The BSI makes a fundamental distinction between direct
influence (on the electoral process) and indirect influence
(on public opinion). The legitimacy of elections is deliber-
ately called into question in order to weaken citizens’ trust
in democratic processes and institutions.

These include so-called hack-and-leak campaigns against
political parties, in which emails and documents are stolen
and then published, sometimes in a manipulated form. In
addition, there are repeated attempts to attack websites
and servers that contain voter data or provide information

about the election.
Examples of illegitimate influence include:

+ spreading false information in order to deliberately pit
social groups against each other and incite them, for
example by means of inflammatory topics

« falsification and illegitimate takeover of social media
accounts, websites of individuals (defacement), political
parties, media companies or authorities

+ use of artificial intelligence to manipulate images as
well as audio and video files (deepfakes)*®

+ delegitimisation of democratic institutions and individ-
uals, which undermines trust in the state and democracy
in general

- targeted disinformation in the name of a real person,
combined with considerable reputational damage

What does the BSI actually do to protect parliamentary

elections?

The BSI takes a broad, cross-society approach to the pro-
tection of parliamentary elections. Among other things,

it supports federal and state electoral administrations,
candidates and political parties in matters of information
security with various information, assistance and advisory

services.

In the course of elections, the measures are particularly
aimed at:

- strengthening the core election process

+ increasing resilience to technical manipulation at-
tempts

+ raising awareness among candidates and mandate hold-
ers as well as digital privacy protection

To strengthen the core selection process, a federal-state
working group has created an IT Grundschutz profile
for rapid notifications together with the BSI. This is to
facilitate the adaptation of the security process in line
with IT Grundschutz for rapid reporting in national
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parliamentary elections down to the district electoral
administrations.

In addition, through the National IT Situation Centre,
the BSI exchanges and evaluates information on emer-
gency planning and IT crisis management with the par-
ticipating electoral authorities and relevant stakeholders.
The BSI also offers assistance in finding suitable DDoS

mitigation service providers.

To increase resilience to technical manipulation
attempts in elections, the BSI offers web checks, pen
tests, cybersecurity checks for exposed persons (CY-
BEX checks) and incident support, including the use of
Mobile Incident Response Teams (MIRT). In the event of
incidents, the responsible national Computer Emergen-
cy Response Team Bund (CERT-Bund) at the BSI plays a
central role.

Prevention and, above all, raising awareness among tar-
get groups, such as electoral authorities, political parties,
candidates and elected officials, are particularly impor-
tant to the BSI in the political arena. The BSI provides
regular information through webinars, handouts, leaflets
and presentations, and continually adapts its offerings to
meet the needs of its target audiences.

Support for the Federal States

The BSI uses the knowledge and experience gained from
elections at various levels to offer the federal states
support for the information-secure organisation of the
respective state elections.

For upcoming Bundestag or European Parliamentary
elections, support for the federal states is mainly provid-
ed by addressing them via multipliers such as the Federal
Election Management.

12.2 Cybersecurity in the Context
of Sporting Events

Due to the increasing digitalisation of the event industry,
the current general threat landscape and its social and
sometimes political relevance, major events are increasing-
ly affected directly or indirectly by cyberattacks. Recent
years have seen an increase in event-related incidents,
from phishing campaigns®® to data leaks®', DDoS attacks®
and ransomware infections of individual infrastructures®
and sports clubs®, to the targeted use of malware such as
the 2021 Olympic Wiper®. Continuous monitoring of the
situation, possible threat scenarios and appropriate re-
sponse measures should therefore be integrated into event
security concepts and reporting and escalation channels
should be practised.

For these reasons, the BSI was involved in the security
planning for this year’s European Football Championship
in Germany at an early stage. In close cooperation with
Euro 2024 GmbH, other German security authorities and
the UEFA cybersecurity team, the BSI monitored the threat
landscape in cyberspace, raised awareness among the host
cities and other relevant stakeholders and sent a liaison of-
ficer to the International Police Coordination Centre (IPCC
2024) in Neuss, which was set up specifically for the games.




13 - Cloud Resilience

High flexibility, performance and availability - due to its
numerous advantages, cloud computing is the method of
choice for many applications, sometimes even the only
possible method. According to KPMG’s Cloud Monitor
2023, more than 9 out of 10 organisations are already us-
ing cloud computing. More than half pursue a cloud-first
strategy, just under a fifth a cloud-only strategy.

Attacks are Shifting to the Cloud

This high usage makes cloud providers targets for attacks
(see chapter Attacks on the Cloud, page 51). The complexi-
ty of clouds can also make them difficult to manage, thus
leading to, in some cases major, incidents. This generally
affects a large number of institutions that use cloud ser-
vices (hereinafter “users”), and in some cases even entire
sectors of the industry.

Responsibility of Cloud Providers

Cloud providers bear a very high level of responsibility
and must therefore have an equally high level of infor-
mation security - for their own protection and for the
protection of their users. The BSI is active here in a variety

of ways.

The BSI's Cloud Computing Compliance Criteria Cata-
logue (BSI C5) describes the minimum level of informa-
tion security for the provision of cloud services. Well over
50 cloud providers have secured a total of several hundred
cloud services in accordance with BSI C5 and verified this
in a certificate. The BSI C5 is also one of the most impor-
tant foundations for the upcoming EU Cloud Security
Certificate (EUCS).

In addition, the BSI has been in extensive, trusting com-
munication with many cloud providers for a long time.
These include cooperation agreements that emphasise the
importance of the BSI for cloud providers. This gives the
BSIin-depth insights and allows it to contribute its exper-
tise and advice directly.

Following the successful attack on the Microsoft Azure
Cloud by Storm-0558 (see Incident Compromise of the
Microsoft Cloud Infrastructure, page 52), the BSIissued a
request for information pursuant to Section 7a (2) sentence
1 BSIG on the subject of double-key encryption (DKE) in
January 2024 and asked Microsoft to answer the questions
raised in this context. These questions were answered fus-
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ing the established means of trusting communication. One
result of this is a white paper from Microsoft® that for the
first time enables M365 users to assess the protective effect
of DKE and any residual risks depending on their deploy-
ment configuration and to correctly use it accordingly.

Responsibility of Cloud Users

Even though the cloud provider is responsible for much of
the information security, a significant part of the respon-
sibility remains with the cloud user. In fact, attacks on us-
ers or misconfigurations implemented by users are among
the most common causes of cloud incidents.

Users must therefore have a suitable security architecture,
for example in accordance with IT-Grundschutz, as well
as a strategy and procedure for cloud use. The IT-Grund-
schutz module for cloud usage and the BSI minimum
standard for the use and shared use of external cloud
services provide valuable guidance here.

Cloud services often offer additional security measures
that can be easily utilised by users, such as identity and
access management based on the “least privilege”/“need to
know” principle, multi-factor authentication or the use of
hardened servers. The very extensive monitoring within
the cloud makes all activities transparent and enables
services such as intrusion detection or DDoS mitigation.
The cloud offers ideal conditions for automated security
certificates (Compliance as Code), which are also used in
basic IT protection and BSI C5.

The BSI is working on the provision of secure services
using infrastructure as code (provision, configuration,
update and deletion of cloud services by code).

Encryption is a very important means of ensuring the
confidentiality of data. Within the cloud, encryption is
used as standard for all data in transit and at rest. It is
crucial that the degree of control the user has over key
management corresponds to the protection requirements
of the data to be encrypted. The spectrum of options rang-
es from the use of provider-generated and -managed keys
to procedures such as DKE, in which the user generates
and manages keys themselves.

Confidential computing, i.e. further encryption during
processing (in use), is possible with many cloud providers
and offers additional security.
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BSI Cloud Strategy

Cloud computing offers many opportunities in terms

of functionality, security and resilience, making it the
backbone of digitalisation. The BSI has developed a cloud
strategy to enable the secure use of cloud services in the
federal administration and to take into account the risks
associated with cloud computing in doing so.

Goal 1: Active and secure use of hyperscalers’ public
clouds in Germany. To this end, the BSI carries out risk
and threat analyses.

Goal 2: Process classified information up to VS-NfD in
clouds. The BSI is analysing, including through the RED-
Cloud-Study, which security requirements and measures
can ensure adequate protection in specific use cases. The
approval of cloud infrastructure components also plays a
role in this.

Goal 3: Design competitive sovereign usage scenarios for Eu-
ropean and national clouds. To this end, the BSI is involved

in many projects aimed at implementing sovereignty.

Goal 4: Advancing the resilience of digitalisation through
secure cloud use. The BSI plans to provide and support
tools for scaling secure cloud use. Such tools can be code
examples for the implementation of Infrastructure as
Code or Compliance as Code, facilitating the secure and
compliant use of cloud services and contributing to the
regulation of digitalisation.

Cloud Use in Public Administration

The BSI supports public administration organisations in
the resilient and sovereign use of cloud services. Based on
specific use cases from federal agencies, the BSI analyses
and evaluates their cloud security and sets guidelines for
secure use. It also supports large-scale cloud projects for
the federal administration, such as the Deutsche Ver-
waltungscloud and the Delos Cloud.

In addition, the BSI is engaged in intensive discussions
with national and international cloud providers on the use
of cloud services in public administration, including as
part of the project “Cloud-Reallabor: Sichere Verarbeitung
in der Cloud” (“Cloud-Reallabor: Secure processing in the
cloud”) by the Deutsche Rentenversicherung Bund (Ger-
man Federal Pension Insurance Association) at GovTech
Campus Germany.

GovTech Campus Germany is a non-profit organisation
founded by the BMI and other representatives from
government, the tech scene, companies, science and civil
society. The BSI joined the organisation at the beginning

of 2024. GovTech Campus offers collaborative discourse
on the modernisation and digitalisation of the state and

administration.

The BSIis contributing its expertise to the Cloud-Real-
labor project. This project aims to investigate the secure
use of public cloud services - including for processing
sensitive data - for public administration and KRITIS (CI)
operators.

In summary, there are opportunities and risks associated
with the use of cloud services. Users must weigh up the
risks carefully and individually for each application - this
also includes planning suitable risk minimisation mea-
sures. The BSI cloud products mentioned above can help

users with this.

The opportunities for information security are obvious.
Cloud computing increases resilience against attackers and
will play an increasingly important role in this function in

the everchanging cyber threat landscape of the future.

The BSI observes and anticipates developments in cloud
security - it already has extensive technical expertise
thanks to its deep insight into public clouds and is able to
assess their security features. The BSI uses this expertise
to support federal authorities in migrating to the cloud
and using the cloud securely. The BSI is thus paving the
way for the resilient digitalisation of German public
administration — with cloud computing as the backbone
and driver.




14 - Electronic Identities

Electronic identities form the basis for secure digitalisa-
tion. With the electronic identification function, Germany
has already had a highly secure and data-saving electronic
identity (eID) for more than ten years. It is also recognised
throughout Europe for security and data minimisation
and is notified under eIDAS. However, the development
and utilisation of digital services based on the eID has so
far fallen short of expectations. Nevertheless, a significant
and steady increase in services and user numbers was
observed in the reporting period.

14.1 Fit for the Future:
EUDI Wallet

The new eIDAS regulation has come into force and sets out
the legal framework for the European identity ecosystem
with EUDI Wallet. The EUDI wallet should therefore be
usable across borders as an electronic means of identifi-
cation and be able to provide other attributes (e.g. educa-
tional qualifications, driving licence) in addition to the
traditional identity attributes (first name, surname, etc.)

in a verifiable manner for service providers. It should also
offer the option of a qualified electronic signature.

eIDAS Large Scale Pilots (LSP)

In connection with the EUDI wallet, the Commission
wants to prove that the requirements can be implemented
in four Large Scale Pilots (LSPs). Germany is in charge of
the “POTENTIAL” LSP* together with France.

The associated technical sub-working groups are to define
and implement an interoperable European wallet infra-
structure and try functionalities in cross-border usage

scenarios. The BSI is actively involved in these endeavours.

eIDAS national - the Consultation Process

The consultation process of the BMI aims to achieve a na-
tional identity ecosystem in a transparent manner, which
has a German wallet as a core component and fulfils the
requirements of the eIDAS Regulation. In the context

of this process, work is also underway in streams on the
architecture for a German EUDI wallet. The BSI is closely

involved in many streams of the process.
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First Iteration of a National EUDI Wallet

As the first iteration of a national EUDI wallet, the “evolu-
tion solution,” which is also aimed at bringing eID use to
the masses at the instigation of the BSI, is intended to be
a quickly available eID that can be used on most mobile
devices and is purely mobile.

However, secure hardware in mobile devices is not yet
available and usable to a sufficient extent, so it will initial-
ly be necessary to rely on backend systems to secure the

processes.

For a purely mobile, fully decentralised eID that is widely
used and meets a high level of assurance, widely avail-
able (certified) secure hardware elements, such as Secure
Element (SE), eSIM etc., are required on users’ end devices.
The foundations for this still need to be laid in standardi-
sation, regulation, etc. This is a process in which the BSI is
actively involved.

CcsP

New generations of Secure Elements (SEs) such as eSE and
eUICC appear regularly with constantly updated hardware
and software. In order to be able to make reliable security
statements despite these dynamics, the BSI has developed
the concept of the Cryptographic Service Provider (CSP).
The CSP?” makes it possible to certify eID applications
with high protection requirements according to Common
Criteria, regardless of the hardware. The CSP is currently
being standardised at GlobalPlatform? and should be
available as an international standard for SEs from 2025.
The CSP has also been recognised by ENISA as a compo-
nent for the certification of third-party applications for
eUICC.

14.2 Recognition of eIDs in Europe

Under the current eIDAS Regulation, EU member states
accept mutually notified eIDs. Over the course of the last
year, the BSI has participated in peer reviews to check the
conformity of new elDs from other EU countries with
the eIDAS Regulation. Last year, eIDs from Bulgaria and
Cyprus were among those notified with the participation
of the BSI.
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The final decision on notification takes place in eIDAS Co-
operation Network Meetings, in which general challenges
and solutions for European eID systems are also discussed.
In February 2024, the BSI hosted such a meeting of the
Cooperation Network, where demonstrations included

vulnerabilities in biometrics and countermeasures.

14.3 AusweisApp

With the AusweisApp*° provided by the BSI, holders of an
ID card, an electronic residence permit or an eID card for
citizens of the EU and the European Economic Area (EEA)

can identify themselves securely online.

The AusweisApp was given a new, more modern design
during the reporting period. At the same time, the name
AusweisApp2 was changed to AusweisApp*°.
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15 - Europeanisation of Cybersecurity

Cybersecurity requires cross-border cooperation. This is
why Europe is ensuring a common level of safety through
legal requirements. These requirements help to increase
resilience in the member states.

15.1 Cyber Resilience Act (CRA)

The Cyber Resilience Act (CRA) was adopted by the Euro-
pean Parliament in March 2024. This EU regulation aims to
introduce horizontal cybersecurity requirements to protect
digital products throughout their entire lifecycle, regardless
of product category. Manufacturers need to take responsi-
bility for the IT security of their products beyond the point
at which they are purchased. The law was adopted by the EU
Parliament in March 2024 and approved by the Council after
the end of the reporting period in October 2024.

An Upgrade for Information Security

With a few exceptions, the new regulation will apply to
all connected or network enabled products: from vacuum
robots and software to products used in critical sectors.

The CRA is defining access requirements for the EU in-
ternal market and is extending the scope of the CE mark.
Manufacturers will have to extend their guarantees from
operational safety to cybersecurity. This is not only man-
datory at the time the product is placed on the market, but

also over the expected lifetime of a product.

The CRA is putting requirements both on the manufactur-
ers of the products and on the products themselves - right
from the design stage of a product.

» Products will have to account for security by design,
security by default as well as the confidentiality and
integrity of processed data.

« For example, to deal with vulnerabilities, manufactur-
ers are obliged to provide security updates throughout
the entire life cycle of the product, as well as to report
and rectify vulnerabilities and to maintain a Software
Bill of Materials (SBOM).

« This includes providing users with clear information
about known vulnerabilities, available updates and
how to use the product in a safe manner.

This applies not only to manufacturers, but also to im-
porters or distributors who are placing such products on
the EU internal market. Market surveillance authorities
will be appointed in the individual member states, which
are able to withdraw affected products from the market if
the requirements are not met. Furthermore, if the affected
parties do not comply, they will be penalised by the mar-
ket surveillance authorities.

Different Product Classes - Graduated Testing

Even if the essential cybersecurity requirements are the
same for all products, they differ in the type of verification
obligation and depth of testing. As a minimum, manufac-
turer self-assessment is required for non-critical prod-
ucts. “Important products” in Class I, such as password
managers or routers, may be self-assessed in accordance
with harmonised European standards (hEN). If there is

no harmonised standard for a product in this particular
class, the product has to undergo a conformity assessment
by a notified third-party body. For “important products”
in class II, such as firewalls, a conformity assessment is
mandatory. For products in the “Critical” risk class III, cer-
tification in accordance with a certification scheme of the
Cybersecurity Act (CSA) is mandatory. This class includes
items such as smart meters.

BSI Support - Implementing CRA Requirements

As an EU regulation, the CRA does not require any na-
tional implementing legislation. The transition period
will be 36 months from entry into force. The obligation to
report exploited vulnerabilities and serious cybersecurity
incidents will be effective after 21 months. It is advisable
for manufacturers to prepare for the new market access
requirements at an early stage. Future requirements
should be considered as early as possible, especially for
new product developments with a longer-term horizon, in
order to ensure compliance at the time of market launch.
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To make these requirements more tangible in advance, the
Federal Office for Information Security is in the process

of developing guidelines for affected manufacturers of all
shapes and sizes, as well as for developers.

- TR-03183 specifically and clearly describes the cyber
resilience requirements for manufacturers and prod-
ucts. A part with specifications on the scope, content
and format of a Software Bill of Materials (SBOM) was
already made available in August 2023.

» Quality assurance and secure development processes
are covered by further guidelines and recommenda-

tions.

The EU Commission draws on the expertise of the Euro-
pean standardisation bodies for many of the more specific
requirements within the framework of the CRA. The
experts of the Federal Office for Information Security are
involved with standardisation in order to provide a basis
for a secure design of products.

15.2 NIS 2 Directive

NIS 2 Directive, the European cybersecurity directive,

is to be transposed into national law by October 2024.
Among other things, it specifies criteria for the operation
of critical systems and defines minimum standards for
their information security. In addition, member states are
obliged to set up a Computer Security Incident Response
Team (CSIRT), a centre for the coordinated disclosure of
vulnerabilities. The BSI already fulfils this task as the
Federal Cyber Security Authority.

In the European context, the implementation of the NIS 2
Directive into national law is currently resulting in signif-
icant fields of action for the BSI. In accordance with Art. 31
Para. 4 of the NIS 2 Directive, the BSI will be responsible for
national supervision of the implementation of IT security
measures defined in the Directive. The directive also obliges
member states to set up a Computer Security Incident
Response Team (CSIRT), which is to serve as a central point
of contact for coordinated vulnerability disclosure (CVD).
This function is already performed by the BSI, as it acts as
the national authority for IT security and is heavily involved
in the implementation of the directive. The NIS 2 Directive
harbours many innovations and challenges for the industry,
but also for the Federal Republic of Germany. As one of the
pioneers of European cybersecurity, Germany is well pre-
pared for many of these challenges or is already implement-
ing some of the requirements of the EU directive.

As “operators of critical facilities,” the operators of critical
infrastructures (CI), whose maintenance of essential
social functions is of central importance, are a subset of
the “essential facilities” addressed in the NIS 2 Directive.
In Germany, the first IT Security Act (IT-SiG) has provided
a standardised legal framework for greater cybersecurity
for CI since July 2015.

With the transposition of the NIS 2 Directive into national
law, there will be an amendment to the BSI Act. This will
significantly increase the number of companies falling
under the supervision of the BSI. For the existing CIs, little
is expected to change, but for around 29,000 “particularly
important” and “important” facilities as defined by the Act,
registration, verification and reporting obligations will
arise for the first time. The BSI is currently preparing for
these additional tasks by adapting existing processes for
registration, notification and receipt of evidence.

The reporting of security incidents enables a rapid and
coordinated response to threats and the creation of a

detailed picture of the situation, which leads to a coop-
erative exchange to improve resilience and the level of

cybersecurity in Germany and the EU.

As part of the preparations for the national implemen-
tation law for the NIS 2 Directive, the BSI has worked
intensively to ensure that basic security requirements
for an information security management system (ISMS)
are declared binding for the federal administration. This
serves to strengthen the federal administration’s own
security and to guarantee a minimum level of necessary
information security in Germany. The requirements are
based on Section 8 (1) of the BSIG, which already stip-
ulates minimum standards. These binding minimum
standards aim to achieve a standardised and appropriate
level of security in order to effectively counter the grow-
ing threats in cyberspace.

Basic IT protection provides a reliable framework for
implementing an ISMS. Risk analyses to identify and assess
security risks and the implementation of suitable security
measures are planned within this framework. An ISMS
that has been implemented in accordance with basic IT
protection already covers most of the risk management
measures required by the NIS 2 Directive, or at least pro-
vides a solid foundation on which organisations can build.

The implementation of the NIS 2 Directive is a significant
step forward for cybersecurity in Europe and in Germany as
a cybernation. The BSI is one of the key players and drivers
of this development and is committed to ensuring that the
new requirements are effectively transposed into national

law and implemented in practice.




The BSI is already providing active support with assistance
on the BSI website:

+ The NIS 2 impact assessment is the central tool for
checking whether a company is likely to be affected by
the national implementation of the NIS 2 Directive in
Germany.

» The NIS 2 FAQs provide a collection of answers to
the most frequently asked questions about the NIS 2
Directive.

- The page “NIS 2 - What to do?” contains numerous tips
on what important and particularly important organi-
sations can already do.

In addition, the BSI’s communication on the implemen-
tation of the NIS 2 Directive will also continue via other
channels and formats. The BSI will update existing guid-
ance in the coming months and create new guidance as

soon as new information becomes available.

Read more about the NIS 2 Directive
on the BSI website (German):

15.3 Cybersecurity Act (CSA)

The European Cybersecurity Act (CSA) came into force
on 27 June 2019. For the first time, the European Union
Agency for Cybersecurity (ENISA) has been given an
open-ended mandate with expanded tasks and additional
resources, especially in the operational area. Require-
ments for European cybersecurity certification have also
been introduced.

This new system increases the resilience of information
and communication technology (ICT) products, services
and processes to cyberattacks throughout the EU and sets
high standards for protection and trustworthiness in the
digital infrastructure. The CSA ensures that Europe is well
equipped to meet the challenges of the digital future.

BSI’s Role in Certifying Cybersecurity

In the reporting year, the European Common Criteria
(EUCC) scheme came into force as the CSA’s first certifi-
cation scheme. A number of other schemes are currently
being prepared at the European level.
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The BSI is the German National Cybersecurity Certifi-
cation Authority (NCCA). The NCCA supervision en-
sures that the infrastructure required for certification is
available by authorising conformity assessment bodies. It
is also responsible for the market surveillance of certified
products. The certifying NCCA assesses the trustworthi-
ness of ICT products, services and processes.

Being put to the Test: The First Comprehensive Evaluation
of the CSA

The first comprehensive evaluation of the CSA was due

in 2024, and will be repeated every five years. As part of
this evaluation, extensive interviews and workshops were
organised in which various stakeholders contributed their
perspectives and experiences.

As aresult, the European Commission will prepare an im-
pact assessment and present various options for the future
direction of the CSA. The results of the evaluation and the
resulting recommendations will play a key role in shap-
ing the EU’s future cybersecurity strategy to adequately
address the ongoing changes of the digital age.

How BSI is Helping to Shape the Future of the CSA

The BSI was a key contributor within the process of eval-
uation of the CSA. This active participation has enabled
the European Union Agency for Cybersecurity (ENISA) to
sharpen and strengthen its role. The BSI has been actively
involved in ENISA for many years through its contribu-
tions on the Management Board and the Executive Board.
Last year, the head of BSI’s section Liaison Office and Legal
Affairs was elected Chairwoman of ENISA’s Management
Board. BSI colleagues participate in ENISA working groups
and provide support by contributing to studies, conferenc-
es and technical publications. Personnel is also regularly
seconded to ENISA. Colleagues are currently working in
the ENISA staff and within the operations division. This
promotes trust and fosters dialogue.

The BSI is constructively involved in the further devel-
opment of the certification framework. In future, the BSI
aims to continue contributing its expertise to the further
development of European cybersecurity.
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15.4 Status Report on European
Standardisation

The main objective of the BSI’s current standardisation
work is to significantly raise the security level of prod-
ucts and infrastructures through high-quality and im-
plementable standards on the European internal market,
so that the state, society and the industry are all better
protected against attacks and outages.

In the area of cybersecurity standardisation, the BSI is
involved at European level in the creation and updating
of standards, in particular European standards (EN)
within the three European Standardisation Organisa-
tions (ESOs). These are CEN, CENELEC and ETSI. The BSI
represents the interests of the German Federal Govern-
ment in the ESO’s standardisation activities.

In its standardisation activities, the BSI particularly pur-
sues the approach of harmonising national specifications
through the adoption of proven methods and approaches
(best practices) in the area of cybersecurity in European
standards. In addition to cybersecurity aspects, the BSI
also pays attention to the economic and technical feasi-
bility as well as the verifiability of the standards.

From the BSI’s point of view, European standardisation
has become much more important, as there has been a
significant increase in European regulation in the area
of cybersecurity, and as a result, new standards are being
developed by the ESOs. The development of harmonised
European standards (hEN) plays a key role here. These
hENs are developed by the ESOs on the basis of official
standardisation mandates from the European Commis-
sion and, if adopted by the Commission, are published in
the Official Journal of the European Union. They are of
particular importance when it comes to declarations of
conformity of the regulated market, recognisable by the
CE mark.

In the reporting period, the BSI therefore focused on
participating in the development of harmonised stan-
dards for the Artificial Intelligence Act (AI Act), the Cyber
Resilience Act (CRA) and the Radio Equipment Directive
(RED). Of particular note here is the creation of the Euro-
pean draft standards FprEN 18031-1 to -3 in CEN/CENE-
LEC in response to the cybersecurity requirements from
the RED, which were finalised in good time thanks to the
BSI’s extensive use of resources. These have already been
adopted by the national standardisation organisations of
the member states. With the start of standardisation ac-
tivities within the framework of the CRA, there are still
many opportunities for participation and cooperation.
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16 - Approval of VS Products

The BSI issues approvals for IT security products on the ba-
sis of the General Administrative Provision on Material Se-
curity (classified information directive, VSA). The approval
confirms that these products can be used in an appropri-
ately secure manner to protect classified information in

IT systems. Evaluated VS products minimise the impact of
malicious cyber incidents and protect the confidentiality of
the classified information in the event of attacks.

The number of approvals granted is at a consistently high
level. The majority of the approval statements are re-eval-
uations of already approved IT security products. With
the amendment of the VSA on 1 April 2023, the previous
release recommendation was replaced by the approval
recommendation (see Figure 25, page 62).

In addition to issuing approval statements for the protec-
tion of national classified information, the BSI also issues
approvals for the protection of NATO and EU classified
information (see Figure 26, page 63). In most cases, this is
done in a joint approval procedure so that the correspond-
ing international approval is also available once the na-
tional approval has been granted or the necessary second
part evaluation can be initiated.

Read more about classified
information authorisation:

Developer Qualification

The dynamic and constantly growing threat landscape
leads to a mandatory increase in cyber resilience in the
field of electronic classified information (CI). Thus, one
goal is to carry out approvals of IT security products even
more effectively and efficiently. The Developer Qualifica-
tion is a well-established method to achieve this goal.

A successfully completed Developer Qualification is
mandatory and a prerequisite for developers of IT security
products to allow their IT security products to undergo
the “BSI qualified procedure for VS-NfD approvals”. After a
successful evaluation of its development processes, the BSI
issues a “Developer Qualification” to the developer. This
means that the BSI is confident that the developer is able

to design and develop IT security products in compliance
with corresponding BSI requirements.

If products have been developed in accordance with
audited and trustworthy development processes, approval
procedures can be carried out with a significantly reduced
evaluation scope while ensuring the evaluation assur-
ance level. This enables a “Qualified Developer” to obtain
product approvals much faster than would be the case
with the conventional approval procedure. A large number
of successfully completed qualified procedures for VS-NfD
approvals, in which product approval was granted within
four to eight weeks, demonstrates the efficiency of the
Developer Qualification method.

Currently, six developers have successfully completed a
Developer Qualification. Additionally, three developers
are undergoing the initial qualification process now. In the
reporting period, the BSI carried out 14 procedures for the
continuous maintenance of the Developer Qualification.

On top of that, the BSI developed a process model and a
set of evaluation criteria in order to maintain previously
issued Developer Qualifications continuously. The process
model supports the transparent and reproducible exe-
cution of various re-qualifications. The set of evaluation
criteria is currently in validation. They enable both the
developers and the BSI to produce and review the neces-
sary evidence of the development processes.

Classified Information Requirements Profile

In general, Classified Information (CI) Requirements
Profiles are further instruments used to increase cyber
resilience. A CI Requirements Profile describes IT security
requirements for IT security products that shall be ap-
proved. Users, operators, developers and the BSI create the
Requirements Profiles within a cooperative joint process.
This ensures that security requirements are defined in a
harmonised, needs-based and efficient manner. Conse-
quently, this allows all previous mentioned stakeholders
to react more quickly to new trends and changes in the IT
security threat landscape, which also leads to an increased
cyber resilience. Thus, CI Requirements Profiles are a criti-
cal and controlling element of the BSI approval scheme.

As of today, the BSI has already successfully published a
total number of 22 CI Requirements Profiles. They cover a
wide range of product types and are often used by product
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developers as can seen by a large number of IT security
products that have been developed and approved in
accordance with corresponding CI Requirements Profiles.
A complete list and a detailed description of already pub-
lished CI Requirements Profiles and those currently under
development is available on the BSI website.

Read more about CI-Requirements
Profiles:

During the reporting period, both CI Requirements Pro-
files “CI-Registry System” and “Data Diode” were initially
developed and published. They describe requirements

for IT security products for the processing of classified
information up to the classification level “VS GEHEIM”,
Additionally, the CI Requirements Profile “Firewall” has
been successfully revised. This profile describes require-
ments for processing of classified information up to the
classification level “VS NfD”. Further, English translations
are also available for a significant majority of the pub-
lished CI Requirements Profiles. As all existing Require-
ments Profiles represent a standard, which is continuously
adapted to the current state of the art, they will be revised
continuously in the future.

In the recent years, the interest of national and interna-
tional developers in both, the creation and revision of CI
Requirements Profiles has grown significantly. Among
other things, an increased number of stakeholders, which
are involved in the creation process, shows this increasing
high interest. Further, surveys have also shown that man-
ufacturers of IT security products and users are in favour
of the CI Requirements Profiles.
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17 - Conclusion

The IT security situation in Germany was and still is a cause
for concern. The threat landscape continues to develop
rapidly. The digital attack surface is constantly increasing,
vulnerabilities all too often offer serious opportunities for
intrusion and attackers are finding ever faster and more
skilful ways to exploit them. But nobody is defenceless. The
order of the day is to drastically increase Germany’s resil-
ience to cyber threats and incidents. As part of Cybernation
Germany, the BSI has taken many concrete steps to better
prepare companies, authorities and citizens for IT security
incidents and to protect them against cyberattacks. This is
based on monitoring the situation in terms of threats, at-
tack surface, attacks, damage and resilience, with resilience

having a positive impact on the other four dimensions.

Cybersecurity Dimensions

Threats have come from a variety of attacker groups over
the past reporting period. For example, cyber espionage
attacks by APT groups have targeted public authorities,
particularly in the areas of foreign affairs, defence, public
security and public order, as well as companies and organ-
isations operating in these areas. The cybercriminal black
market economy based on the division of labour has also
become more professionalised: while some groups increas-
ingly traded in stolen access data (access brokers), other cy-
bercrime groups used zero-day vulnerabilities to steal data.
Increasingly, this data has been used for extortion without
first using ransomware known as encryption trojans. Hu-
man error can also pose a threat; the CrowdStrike incident
in July 2024 was caused by a mistake in the software.

The number of attack surfaces has continued to expand
during the period under review, as the number of complex
and vulnerable systems is also growing with increasing
digitalisation. In addition to the daily increase in known
vulnerabilities, a large number of critical vulnerabilities
have been identified in perimeter systems such as firewalls
and VPNs. At the same time, attacks on perimeter systems
continued to increase significantly. Android systems were
also noticeably vulnerable - especially if they were running
outdated versions of the software, some of which were no
longer updated.

Threats that were reported included many types of attacks.
The huge increase in the number of high-volume DDoS
attacks, particularly in the first half of 2024, was alarming
and protection measures had to be adapted. Ransomware

attacks are being launched on a massive scale against easy
targets such as small and medium-sized businesses and
municipalities, which are often still inadequately protected.
The attack on a municipal IT service provider at the end of
October 2023 alone affected 72 municipal customers with
around 20,000 municipal workplaces. Public cloud infra-
structures were also attacked. The suspected Chinese and
state-sponsored attack group Storm-0558 compromised the
encryption of email accounts. This meant that the identity
data of millions of people was potentially at risk.

The damaging impact in the reporting period was con-
siderable. This includes e.g. the downtime of local author-
ities, sometimes for months, due to ransomware attacks.
Ransomware attacks also resulted in $1.1 billion USD in
ransom being captured worldwide, although the number
of unreported cases is likely to be much higher. It is worth
noting that on average, almost three times as much was
paid for captured exfiltrated data as for captured encrypted
data. The number of suspected victims of data breaches also
continued to rise during the period. In the second half of
2023, the number of suspected leakage victims even briefly
doubled compared to the reference year 2021.

The Decisive Factor: Resilience

Although the effects in the four dimensions of threats,
attack surface, attacks and impact are serious, Germany is
not defenceless against this backdrop. During the report-
ing period, the BSI, with the broad expertise of its staff,
made a significant contribution to detecting threats at an
early stage, issuing warnings and providing assistance
and solutions. With the help of its sensor technology, the
BSI was e.g. able to detect botnets through sinkholes and
has thus contributed to criminal prosecutions. Author-
ities around the world were able to carry out numerous
takedowns against botnets operated by cybercriminal at-
tacker groups. As a result, the emergence of new malware
variants was kept at a stable level compared to the strong
upward fluctuations in previous years. To prevent long
downtimes following cyberattacks, institutions improve
their ability to respond by setting up business continuity
management systems (BCM systems) which are described
in detail by the BSI in Standard 200-4 and are explicitly
required by CI operators.




Resilience is a Shared Effort

Germany has already come a long way on the road to be-
coming a resilient cybernation. However, resilience cannot
be achieved in a sprint. The BSI and all other players need
long-distance qualities in order to achieve this objective.

To strengthen resilience to cybercrime and IT security
incidents, all stakeholders are called upon to play their part.
From the BSI’s point of view, it is essential that manufac-
turers provide secure products that are developed and
maintained in accordance with the principles of security

by design and security by default. Operators are required to
implement the principles of cybersecurity, ideally in a struc-
tured information security management system (ISMS). The
BSI and other government agencies will continue to provide
support and guidance, for example through the cooperative
and effective implementation of the NIS 2 Directive. Con-
sumers should develop cybersecurity skills, for example by
keeping up to date with possible attack vectors or scams.

The BSI as a Partner and Helper for Greater Cybersecurity

Reducing harmful effects is also the aim of all resilience
efforts. The BSI is already making a significant contribution
to achieving this. For example, the BSI Situation Centre has
been expanded and modernised in order to better monitor
the IT security situation in Germany 24 hours a day, 7 days
a week, 365 days a year, and to become the National IT Crisis
Response Centre in particularly serious cases.

The number of individual cooperation agreements be-
tween the BSI and federal states for closer collaboration
was increased to seven in the reporting period. In addition,
the BSI is working with other German authorities in the
Digital Cluster Bonn to ensure a common and coordinated
approach to current EU directives and to reduce bureau-
cracy. In order to improve the German communications
infrastructure, the 5G/6G Security Lab has been established
at the BSI site in Freital, Germany. In the cloud domain,
BSI has developed the highly regarded BSI Cloud Strategy,
which provides leading technological and ready-to-deploy
solutions across the entire cloud operating spectrum. Last
but not least, this year’s European Football Championship
and European Elections in Germany went off without any
significant cybersecurity incidents because Germany was
well prepared - also with the support of the BSI.

European and international cyberspace is also part of the
BSI’'s commitment to increasing resilience. The BSI, which
is responsible for cybersecurity in Germany;, is introduc-
ing reporting requirements for many new companies and
businesses in accordance with the German law implement-
ing the EU’s NIS 2 Directive. This will also help to provide
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a more comprehensive picture of the situation. In addition,
two new EU directives came into force with the Cyber Resil-
ience Act (CRA) and the Cybersecurity Act (CSA). As part of
the CRA, the BSI is preparing to take on a market surveil-
lance function. The first Cybersecurity Certification Scheme
EUCC for the security certification of IT products came into
force under the CSA with the involvement of the BSI.

AVision for Cybersecurity

Increasing Germany’s resilience as a cybernation with its
many stakeholders is a challenging task. In addition to the
Cyber Resilience Act or NIS 2, further regulatory innova-
tions will increase cybersecurity in Germany and Europe. At
the same time, however, the associated requirements must
also be implemented. Businesses and institutions are par-
ticularly challenged in this respect. Numerous framework
conditions are also changing for supervisory authorities
such as the BSI. Not only does market surveillance for the CE
label under the Cyber Resilience Act need to be expanded,
but tens of thousands of companies and businesses also need
to be supported under the NIS 2 Directive. These challenges
can only be met if government, business, science and society
work closely together. In the spirit of Germany as a cyber-
nation, the BSI will work together with all stakeholders to
achieve the common goal of a secure digital everyday life.

The impact of the global IT disruption in July 2024 was a
powerful reminder of how dependent our digitalised world
is on functioning IT systems. This incident was inadvertent
proof that, because of the networks and interdependencies
in place, only intensive co-operation between all parties
involved can be effective. In a very short space of time, the
cause of the problem had been identified, a solution was

in place and information was provided to stakeholders

and the public. Users, vendors, operators, associations and
the BSI worked hand-in-hand to overcome this crisis as
quickly as possible. Prevention is crucial to ensure that such
crises occur less frequently in future. For this reason, the
BSIis working closely with all stakeholders, including the
scientific community, to develop and implement the right
measures, also after the acute crisis.

The example of CrowdStrike demonstrates that Germany’s
major goal as a cybernation can only be achieved by joining
forces. Germany’s high level of technological expertise is an
asset in the development of solutions. Together with indus-
try, research and government, these solutions are being im-
plemented in a vibrant ecosystem of cybersecurity products
and services. Together, we are increasing the security and
speed of digitalisation. Now and in the future, the motto has
to be: “Cooperation wins”.
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18 - Glossary

Access Broker

Access brokers are cybercriminals who gain access to a
victim network in a variety of ways and regularly sell this
access to other cybercriminals or interested parties.

Advanced Persistent Threats

Advanced Persistent Threats (APT) are targeted cyberat-
tacks on selected institutions and facilities in which an
attacker gains persistent (permanent) access to a network
and subsequently extends this access to other systems. The
attacks are characterised by a very high use of resources and
considerable technical skills on the part of the attackers and
are usually difficult to detect.

Advisories/security advisories

Recommendations from manufacturers to IT security man-
agers in companies and other organisations on how to deal

with vulnerabilities found.

Affiliates

With cybercrime-as-a-service, the cybercriminal using

the service is usually referred to as an affiliate. The term is
derived from affiliate marketing, in which a commercial
provider makes advertising material available to its sales
partners (affiliates) and offers a commission. In the context
of cybercrime, for example, ransomware is provided instead
of advertising material and the affiliate is promised a share
of the ransom.

Attack vector

An attack vector is the combination of attack path and tech-
nique used by an attacker to gain access to IT systems.

Authentication

Authentication is the process of verifying the identity of

a person or a computer system on the basis of a specific
characteristic. This can be done by entering a password, chip
card or biometrics.

Backdoor

Abackdoor is a programme, usually installed by viruses,
worms or Trojan horses, which gives third parties unau-
thorised access to the computer, but in a hidden manner and
bypassing the usual security measures.

Backup

Backup is the copying of files or databases on physical or vir-
tual systems to a secondary storage location in order to use
them for recovery in the event of a device failure or disaster
and to keep them safe until then.

Bitcoin

Bitcoin (BTC) is a digital currency, also known as cryptocur-
rency. Payments between pseudonymous addresses make it

much more difficult to identify trading partners.

Blockchain

Blockchain describes distributed, synchronised, decentral-
ised and consensual data storage in a peer-to-peer network.
A hash-linked list of data blocks is kept redundantly in all
network nodes, which is updated using a consensus proce-
dure. Blockchain is the technological basis for cryptocurren-
cies such as Bitcoin.

Bot/botnet

Abotnet is a network of computers (systems) that are infect-
ed by a remotely controllable malicious programme (bot).
The affected systems are monitored and controlled by the
botnet operator using a command and control server (C&C

server).

Brute forcing

Attack method based on the trial and error principle. At-
tackers automatically try out many character combinations,
for example to crack passwords and gain access to pass-
word-protected systems.




Bug bounty

Monetary rewards (bounty) for finding vulnerabilities
(bugs). Manufacturers of software products use legitimate
bug bounty programmes to reward security researchers for
finding and reporting a vulnerability in their product.

CEO fraud

CEO fraud is the term used to describe targeted social engi-
neering attacks on company employees. The attacker uses
previously captured identity data (e.g. telephone numbers,
passwords, email addresses, etc.) to impersonate the CEO,
management or similar and to induce employees to pay out
large sums of money.

CERT/Computer Emergency Response Team

Computer emergency team consisting of IT specialists.
CERTs have now been established in many companies and
institutions to defend against cyberattacks, respond to IT

security incidents and implement preventive measures.

CERT-Bund

The German Federal Government’s Computer Emergen-

cy Response Team (CERT) is based at the BSI and acts as a
central point of contact for federal authorities for preventive
and reactive measures in the event of security-related inci-
dents in computer systems.

Cloud/cloud computing

Cloud computing refers to the dynamic provision, utili-
sation and billing of IT services via a network in line with
demand. These services are offered and utilised exclusively
via defined technical interfaces and protocols. The services
offered as part of cloud computing cover the entire spec-
trum of information technology and include infrastructure
(computing power, storage space), platforms and software.

Command and control server (C&C server)

Server infrastructure used by attackers to control the infect-
ed computer systems (bots) integrated into a botnet. Bots
(infected systems) usually report to the attacker’s C&C server
after infection in order to receive the attacker’s commands.
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Confidential computing

Confidential computing uses hardware-based, certified
Trusted Execution Environments (TEE) to protect the con-
fidentiality and integrity of data while it is being processed
(“inuse”). A TEE is an isolated part within a system that
provides a specially protected runtime environment. The
TEE can, for example, be a component of the main processor
(CPU) or part of the system on chip (SoC) of a smartphone.
Only authorised bodies are permitted to add or change
applications in the TEE. The attestation of the TEE and the
application running in the TEE serves to validate the trust-
worthiness of the processing.

CVSS score

Industry standard used to assess the criticality of vulnera-
bilities on an internationally comparable basis.

Cybercrime-as-a-Service (CCaa$)

Cybercrime-as-a-Service (CCaaS) describes an area of cyber-
crime in which offences are committed by cybercriminals
by commission or facilitated as a service. For example, in
the case of Malware-as-a-Service (Maa$), which is a subset of
CCaaS, a hacker is provided with the malware to commit a
crime for a fee by a third party or a group of hackers, and can
also be provided with updates and similar services, just as

in the legal software industry. One type of Maa$ is Ransom-
ware-as-a-Service (RaaS), where the malware for encrypting
an infected system, updating this malware, handling the
ransom negotiations and payments, and other extortion
methods are often provided for a fee. The dissection of a
cyberattack into individual services associated with CCaaS
enables even less IT-savvy attackers to carry out technically
sophisticated cyberattacks.

Deepfake

The term “deepfake” is a colloquial term for methods that
can be used to manipulate identities in media content using
methods from the field of artificial intelligence. One exam-
ple of this is processes that swap the face of one personin a
video with the face of another person, but leave the facial
movements unchanged.

Defacement

The word “defacement” means “to disfigure” or “to distort”.
In a defacement, a website is wilfully modified by an attack-
er by exploiting vulnerabilities or using spied out or guessed
access data.
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DoS/DDoS attacks

Denial-of-service (DoS) attacks are directed against the
availability of services, websites, individual systems or
entire networks. If such an attack is carried out in parallel
using several systems, it is referred to as a distributed DoS or
DDoS (Distributed Denial of Service) attack. DDoS attacks
are often carried out by a very large number of computers or

servers.

Double extortion

Attackers not only try to extort ransom money for encrypt-
ed data, but also hush money for exfiltrated data.

Downgrade attack

A mobile downgrade attack is an attack where the attack-
er attempts to downgrade the communication between a
mobile device (e.g. a smartphone) and the mobile network
to aless secure protocol version (e.g. from a 5G connection
to a 2G connection) in order to exploit its security vulnera-
bilities.

Drive-by download/drive-by exploits

Drive-by exploits refer to the automated exploitation of
vulnerabilities on a PC. When a website is viewed without
further user interaction, vulnerabilities in the web browser,
additional browser programmes (plug-ins) or the operating
system are exploited to install malware on the PC covertly.

eUICC

The embedded Universal Integrated Circuit Card (eUICC) is a
SIM card with an overwritable profile that allows the mobile
operator to be changed without physically replacing the SIM
card. This SIM profile can be overwritten remotely via the
air interface (Over the Air, OTA). To enable SIM profiles to be
changed, an eUICC requires a minimum memory of 512 KB.

Exit scam

The term exit scam describes a form of fraud in which a
person accepts transactions, including cryptocurrency, for
services without providing the agreed consideration and
absconds with the proceeds.

Exploit

An exploit is a method or code that can be used to execute

unintended commands or functions through a vulnera-

bility in hardware or software components. Depending on
the type of vulnerability, an exploit can be used, for exam-
ple, to crash a programme, extend user rights or execute
arbitrary programme code.

Hacktivism

Hacktivism is a combination of the terms hacking and
activism. These are ideologically motivated hacking activ-
ities aimed at spreading ideological, political and/or social
statements in the digital space. The preferred criminal
offences used by hacktivists to carry out protests and/or
propaganda in the digital space are web defacement, DDoS
attacks and the spying on and manipulation of data.

Hash value

A hash value is a string of numbers and letters resulting
from the application of a specific hash function. The

hash value has a defined length and therefore makes it
possible to map large amounts of data (e.g. a malicious
programme) exactly in comparatively few characters. The
hash function is a mathematical function for converting
data. Subsequent recalculation of the hash value into the
original data is virtually impossible or only possible with
extremely high computing effort.

Hybrid threats

Hybrid threats are characterised as coordinated actions by
state actors to achieve their own goals to the (system-rel-
evant) detriment of another state, and which remain
outside the framework of a conventional military conflict.
Cyberattacks or disinformation campaigns can also be
used in this context, for example.

Information stealer

Malicious programmes that enable cyber criminals to
access various types of personal data, such as login data
for various online services, on infected devices without

the affected person noticing.

Internet of Things/IoT

The internet of Things (IoT) refers to objects equipped
with information and sensor technology that are net-
worked with each other and collect, process and store data
from the physical and virtual world.




ITSEF

According to Implementing Regulation 2024/482, an Infor-
mation Technology Security Evaluation Facility (ITSEF) is
an IT security evaluation facility that is a conformity assess-
ment body within the meaning of Article 2(13) of Regulation
(EC) No 765/2008 and carries out evaluation activities.

IT Security Act 2.0

The “Second Act to Increase the Security of Information
Technology Systems” (IT-SiG 2.0) came into force on 28 May
2021. The IT Security Act 2.0 is the further development of
the first IT Security Act from 2015.

Crypto wallet

A crypto wallet is a digital wallet for cryptocurrencies that
serves as a storage location for private and public keys that
are used to carry out transactions with the respective cryp-
tocurrency.

Legitimate programmes

Programmes that perform harmless, desired operations.

Maas

Malware-as-a-Service (see also CCaaS).

Malicious

In IT security, programmes or websites that can carry out
harmful operations on a computer system are referred to as
malicious or harmful.

Malware

The terms malicious function, malicious programme, mal-
ware and malicious software are often used synonymously.
Malware is an artificial word, derived from malicious soft-
ware, and refers to software that has been developed with
the aim of executing unwanted and usually harmful func-
tions. Examples are computer viruses, worms and Trojan
horses. Malware is usually designed for a specific operating
system variant and is therefore usually written for popular
systems and applications.

Man-in-the-middle attack

In a man-in-the-middle attack, the attacker infiltrates a pri-

vate communication between two or more communication
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partners in order to spy out information or manipulate the
connection.

Mark-of-the-Web/MOTW

An MOTW flags download files if they probably originate
from an untrustworthy source. If a user opens a file marked
in this way, he or she will be warned accordingly.

Monero

Monero is a digital currency, also known as cryptocurrency.
Payments between pseudonymous addresses make it much
more difficult to identify trading partners.

NCCA

The BSIis the National Cybersecurity Certification Author-
ity (NCCA for short) within the meaning of Article 58 (1) of
Regulation (EU) 2019/881 (Cybersecurity Act, CSA for short)
in conjunction with Section 9a BSIG. In compliance with
Article 58 (4) CSA, the BSI as NCCA carries out supervision
and certification strictly separately and independently of
each other.

NESAS

Certification programme for 5G mobile communications
equipment (Network Equipment Security Assurance
Scheme).

NESAS CCS-GI

The national certification programme for 5G mobile com-
munications equipment (NESAS Cybersecurity Certification

Scheme - German Implementation).

Network attached storage (NAS)

A storage device connected to a network that enables au-
thorised network users to store and retrieve data in a central

location.

Password spraying

Attack method in which the attacker uses popular or typical
passwords (e.g. Test1234) to gain access to numerous ac-

counts simultaneously.
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Patch/patch management

A patch is a software package with which software man-
ufacturers close vulnerabilities in their programmes or
integrate other improvements. Many programmes make it
easier to install these updates with automatic update func-
tions. Patch management refers to processes and procedures
that help to obtain, manage and apply available patches for
the IT environment as quickly as possible.

Peer review

As part of peer reviews, a selected group of experts from
various EU states check new eIDs from other EU states for
their conformity with the eIDAS Regulation.

Phishing

The word is made up of the words password and fishing,
which means fishing for passwords. The attacker attempts
to gain access to an internet user’s personal data via fake
websites, emails or text messages and to misuse this data for
their own purposes, usually to the detriment of the victim.

Plug-in

A plug-in is additional software or a software module that
can be integrated into a computer programme to extend its
functionality.

Proliferation

The term originally comes from military defence and refers
to the transfer of weapons of mass destruction, including
the technical know-how required for them and the mate-
rials needed to manufacture them. In IT security, the term
is used to describe the sharing of cyber weapons (software
and methods) between attackers. Through proliferation,
the means and methods of attack can spread very quickly
among different attacker groups without them having to
develop specific technical expertise.

Proof of concept

Proof that a project developed in theory can also be imple-

mented in practice.

Provider

Service providers with different focuses, for example net-
work providers who provide the infrastructure for data and

voice transport as mobile communications providers, inter-

net service providers or carriers, or service providers who
provide services that go beyond network provision, such as
the network operation of an organisation or the provision of
social media.

Public key cryptography

In public-key cryptography, i.e. asymmetric encryption,
there are always two complementary keys. One key, the pub-
lic key, is used to encrypt a message, another, the private key,
is used to decrypt it. Both keys together form a key pair.

Source code

The source code of a computer programme is the hu-
man-readable description of the programme sequence
written in a programming language. The source code is
translated by a programme into a sequence of instructions
that the computer can execute.

Ransomware

Ransomware refers to malware that restricts or prevents
access to data and systems and only releases these resources
again against payment of a ransom. This is an attack on

the security objective of availability and a form of digital

blackmail.

Raa$S

Ransomware-as-a-Service (see also CCaaS).

Resilience

In this context, the term refers to the resilience of IT systems
against security incidents or attacks. The resilience of sys-
tems results from a complex interplay of organisational and
technical preventive measures such as specialist personnel,
IT security budget, available technical infrastructures or
similar.

RSA

The term refers to a method of public key cryptography that
is used for signatures and encryption and is named after

the developers Rivest, Shamir and Adleman. Part of the

RSA public key consists of the RSA modulus “n,” a natural
number that is the product of two secret prime numbers “p”
and “q”. The security of RSA is based in particular on the dif-
ficulty of factorising the RSA module n, i.e. calculating the
two prime factors “p” and “q” from knowledge of “n” only.




Scam mail or fraud mail

Category of spam mails with which attackers pretend to
collect donations, for example.

Rapid reports

Rapid reports are regulated for German Bundestag
elections in Section 71 of the Federal Election Ordinance
(BWO), for example. The election results of each elector-
al district are aggregated and forwarded by telephone,
electronically or in another way from the electoral board
via the municipality, district electoral management, state
electoral management to the federal electoral manage-
ment. Once the results of all constituencies are available,
the provisional official final result is published. This is
typically the case on election night.

Script kiddies

Attackers who try to penetrate other people’s comput-
er systems or generally cause damage despite a lack of
knowledge.

Security advisory

Recommendations for IT security managers on how to
deal with vulnerabilities found.

Security Assurance Specification (SCAS)

Security Assurance Specifications (SCAS) define important
security functions that also form the basis for product
certification in accordance with NESAS CCS-GI.

Security by default

A product that is delivered according to security by default
is already in a securely preconfigured delivery state with-
out any additional measures required.

Security by design

Manufacturers follow the principle of security by design
when information security requirements are already tak-
en into account during the development of a product.

Side channel attack

Attack on a cryptographic system that exploits the results
of physical measurements on the system (e.g. energy con-

sumption, electromagnetic radiation, time consumption
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of an operation) in order to gain insight into sensitive data.
Side-channel attacks are highly relevant for the practical

security of information processing systems.

Sinkhole

A sinkhole is a computer system to which requests from
botnet-infected systems are redirected. Sinkhole systems are
typically operated by security researchers to detect botnet
infections and inform affected users.

Smishing

Smishing (phishing via SMS) is characterised by the sending
of countless SMS or short messages via messenger to a

large number of phone numbers, for example with alleged
delivery notifications or instructions for downloading a
voice message. The aim of this method is usually to trick the
recipient into clicking on a link containing malicious apps

or malicious websites.

Social engineering

In cyberattacks using social engineering, criminals try to
trick their victims into disclosing data, bypassing pro-
tective measures or installing malware on their systems
themselves. Both in the area of cybercrime and espionage,
attackers use skilful methods to exploit supposed human
weaknesses such as curiosity or fear in order to gain access

to sensitive data and information.

Spam

Spam refers to unwanted messages that are sent en masse
and untargeted by email or via other communication servic-
es. The harmless version of spam messages usually contains
unwanted advertising. However, spam messages often also
contain malware in the attachment, links to infected web-
sites or are used for phishing attacks.

Spear phishing attack

Spear phishing is a targeted cyberattack that is carried out
using emails that have been specially prepared for a specific
group or individual in order to obtain personal data or infect
the target with malware.
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Speculative execution

Speculative execution is a microarchitectural optimisa-
tion to increase the efficiency of processors. It attempts

to predict the next commands to be executed and process
them ahead of time (speculatively). If the prediction does
not materialise, the intermediate results are discarded, the
executed commands have no effect and become volatile.

Stack overflow

A stack overflow or buffer overflow is a frequently oc-
curring and frequently exploited vulnerability. A buffer
overflow occurs when more data can be written to a mem-
ory than the buffer intended for this purpose can hold.
This also writes data to neighbouring memory areas. This
canresult in programme crashes, compromised data, the
acquisition of extended rights or the execution of mali-
cious code.

Supply chain attack

In a supply chain attack, cyber criminals gain indirect
access to the attack target by successfully attacking man-
ufacturers, service providers or suppliers (i.e. the supply
chain) and using the trust relationships established with
them to attack the actual target (e.g. by using established
VPN connections, existing maintenance access or manip-

ulating patches).

Symlink

A symlink - also known as a symbolic link - is a file sys-
tem object that references a file or directory using a path
specification.

Trusted Execution Environment (TEE)

A Trusted Execution Environment (TEE) is an isolated
part within a system that provides a specially protected
runtime environment. For example, the TEE can be part
of the main processor (CPU) or part of the system on chip
(SoC) of a smartphone. The TEE protects the integrity and
confidentiality of the data and key material it contains
from unauthorised third parties, including the user of a
device, for example. Only authorised bodies are permitted
to add or change applications in the TEE.

Implementation Plan for Critical Infrastructure (IPCI)

IPCl is a public-private cooperation between CI operators,
their associations and government agencies such as the BSI.

Voltage glitching

Voltage glitching is a method of manipulating the pro-
gramme sequence of chips by switching off the supply
voltage for a short time (in the millisecond range). For
example, critical authentication routines can be “skipped”
in order to gain access to otherwise protected data. In
December 2023, a successful attack on Tesla Autopilot
hardware using voltage glitching was published. This
attack made it possible to extract programme code, user
data and cryptographic keys from the system.

Virtual Private Network (VPN)

A virtual private network (VPN) is a network that is
physically operated within another network (often the
internet), but is logically separated from this network. In
VPNs, cryptographic processes can be used to protect the
integrity and confidentiality of data and securely authen-
ticate communication partners, even if several networks
or computers are connected to each other via leased
lines or public networks. The term VPN is often used to
describe encrypted connections, but other methods can
also be used to secure the transport channel, for example
special functions of the transport protocol used.

Vishing

With vishing (voice phishing), the target person is contact-
ed by telephone and tricked into disclosing information or
making a payment with the help of a conversation script.
The widespread and still current content of the phone
calls is fake calls from alleged IT support or authorities, in
which the victims are suggested that they have to make a
payment or release personal data for verification.

Webshell

Malicious code that attackers install on a web server after
breaking in. Webshells allow attackers remote access to
servers and can be used to execute malicious code.

Wiper

Malware that destroys data. In contrast to ransomware,
wipers are not aimed at encryption with subsequent
blackmail, but at sabotage through the final destruction
of data.




Two-factor or multi-factor authentication (2FA or MFA)

With two-factor or multi-factor authentication, an
identity is authenticated using different authentication
factors from separate categories (knowledge, possession or

biometric features).
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https://www.reuters.com/article/us-twitter-olympics-idUSKBN2090SA/, https://www.spiegel.de/sport/fussball/football-leaks-informant-rui-pinto-ich-habe-getan-was-ich-tun-musste-a-a586ab53-3bd7-4c72-9843-307b423f9c84 
https://www.theverge.com/2022/12/14/23509674/fubo-tv-down-france-morocco-world-cup-semifinal
https://www.theverge.com/2022/12/14/23509674/fubo-tv-down-france-morocco-world-cup-semifinal
https://www.bleepingcomputer.com/news/security/ransomware-hits-garage-of-canadian-domain-registration-authority/
https://www.bleepingcomputer.com/news/security/ransomware-hits-garage-of-canadian-domain-registration-authority/
https://www.bleepingcomputer.com/news/security/ransomware-hits-garage-of-canadian-domain-registration-authority/
https://www.bild.de/sport/fussball/fussball-international/premier-league-cyber-angriff-hacker-erpressen-manchester-united-74168850.bild.html
https://www.bild.de/sport/fussball/fussball-international/premier-league-cyber-angriff-hacker-erpressen-manchester-united-74168850.bild.html
https://www.bild.de/sport/fussball/fussball-international/premier-league-cyber-angriff-hacker-erpressen-manchester-united-74168850.bild.html
https://www.fortinet.com/blog/threat-research/wiper-malware-riding-tokyo-olympic-games 
https://www.fortinet.com/blog/threat-research/wiper-malware-riding-tokyo-olympic-games 
https://news.microsoft.com/de-de/richtiger-einsatz-von-double-key-encryption/
https://news.microsoft.com/de-de/richtiger-einsatz-von-double-key-encryption/
https://www.digital-identity-wallet.eu 
https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Standards-und-Zertifizierung/Cryptographic-Service-Provider/csp.html 
https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Standards-und-Zertifizierung/Cryptographic-Service-Provider/csp.html 
https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Standards-und-Zertifizierung/Cryptographic-Service-Provider/csp.html 
https://www.bsi.bund.de/DE/Themen/Unternehmen-und-Organisationen/Standards-und-Zertifizierung/Cryptographic-Service-Provider/csp.html 
https://globalplatform.org 
https://www.ausweisapp.bund.de/home
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20 - List of Abbreviations

(Abbreviation Long form 3
5G/6G 5th/6th generation

. AI ........................ Am fma”nt eu,gence ......................................................................................................
AISEC  Fraunhofer Institute for Applied and Integrated Security
. AMD .................... AdvanCEd M.croDev,ces Inc (Incorporated) .........................................................................
; Ap[ ...................... Apphcatm n P rogramm, nglnt erface ....................................................................................
: APT ..................... Advanced per5|5t e nt Threat ..............................................................................................
ARM o Advanced RISC (Reduced Instruction Set Computer) Machines
BCMS Busmesscontmu,tyManagementsystem ...........................................................................
BNetZA Bundesneuagentur ........................................................................................................
BSI  Federal Office for Information Security (Bundesamt fir Sicherheit in der Informationstechnik)
BSTCs| o Coud CanputiniComplidfice CriteriaCatalopue nf el BT o i
BSIG BSIACt(BSI-GesetZ) ......................................................................................................
BSI-KritisV | BSIKRITIS Regulation (BSI-Kritisverordnung)
BSOD Bluescreenomeath ...................................................................................................
==  Federal Association of Small and Medium-Sized Enterprises (Bundesverband mittelstindische

: Wirtschaft)

BYOVD Br.ngy°urown Vu[nerab[e Dm,er ......................................................................................
Czserver EReEassemsRRLa! Commandandcontml_server ..........................................................................................
Ccaas e TR TR Cybermmeasa-semce .................................................................................................
CE ConformlteEumpeenne ..................................................................................................
: CEN R Europeancomm|ttee forStandard|zat|0n .............................................................................
CENELEC | European Committee for Electrotechnical Standardization
CERT ComPUterEmergeHCYResponseTeam .................................................................................
ChatGPT RARPSBERRRAARS! ChatGeneratwePretramed Transformer ..............................................................................
CPU centra[processmgumt ...................................................................................................
CRA CyberResmenCEAct .......................................................................................................
CSACybersecu”tyAct .........................................................................................................
CSIRT COmputersecuntyInc.dentResponse-reams .........................................................................
CSRB AR e EEaARAREE Cyber SafEty Rewew Board(USA) .......................................................................................
CSW cybersecur.tyWam.ng(ofthe351) ....................................................................................
CVD cgord,natedvu[nerab,l.tyD,sc[osure ..................................................................................
CVE CommonvumerabmtlesandExposures ................................................................................
\CVSS .................. CommonVumerablhtyscormgSystem ............................................................................... )
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(Abbreviation Long form 2
CVSS © Common Vulnerability Scoring System
CWE Common WeakneSSEnumeratlon .......................................................................................
i DD |_ ...................... D ataDef , mt Ion Lang uage ................................................................................................
L DD 05 ..................... D Ist”bUt ed Demalof Sem ce ............................................................................................
i DD R ..................... D o Uble Dat a Rate ..........................................................................................................
i DIN ...................... D eUt SCheSInstltUtfur N 0 rmu ng ........................................................................................
! DIN SPEC ................ D I N Spec|f|cat| on ..........................................................................................................
DK E ..................... D 0 Uble Key Encrypt,on ...................................................................................................
; DNS ..................... D omamNamesystem .....................................................................................................
! DOH ...................... D NS overHTTPS ...........................................................................................................
! DOR A ................... D ,g,t al 0 peratlonal Res,l,enceAct ......................................................................................
! ECDSA .................. E u,p tlccu rve D,g ,tal Slgnatu rEAlgont hm .............................................................................
! EDR ....................... E ndpm nt Detect,on and Response ......................................................................................
! EID ...................... E lectromc Ident, f,catlo n ..................................................................................................
SR Electronic Identification, Authentication and Trust Services
i Ema,l ..................... E lectromc Ma,l .............................................................................................................
L EN ....................... E uropeanstan dards .......................................................................................................
WG Energy Industry Act (Energiewirtschaftsgesetz)
i ESA ...................... E uropeanspace Ag en cy ..................................................................................................
! ese ....................... E mbed ded Secu re Element ..............................................................................................
L eSIM ..................... E mbed ded SIM .............................................................................................................
S European Telecommunications Standards Institute
! EU ....................... E uropeanumon ............................................................................................................
BCC S EU cybersecurity certification scheme on Common Criteria
! EUCS .................... E UC[O Ud Cert,f,catlonscheme ..........................................................................................
! EUDIW ................... E uropeanD,g,talIdent,ty WaHEt ........................................................................................
! eUICC ................... E mbed ded U n ,versal Integr ated C,rcu ,t C ard .........................................................................
GPU Graph,csprocessmgum .................................................................................................
] hEN ....................... H armo msed Eu,. o pean Standards .......................................................................................
L HTTPS .................. H y perteXt -|- ransfer P rOtoco[ Secure ....................................................................................
ICS Industnalcontro[system ................................................................................................
ID Indentlﬁcatlon .............................................................................................................
IDS Intrus,onDetect,onsystem ..............................................................................................
\ 3 J
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(Abbreviation Long form i
IEC International Electrotechnical Commission

KT Informationand CommunicationTechnology
IOTIntemetofThmgs .........................................................................................................
IP IntemetpmtOCOl .........................................................................................................
i IPCC TP ] Intematlonal Pouce Coordmat,on center ............................................................................
Mg i Management System for Information Security (Informationssicherheitsmanagementsystem)
150 |11 International Organizationfor Standardization |11 - i
ITInformatlonTeChmlogy ..................................................................................................
; KMU EFrEI T jnrerr pras Smauand medlum_SIZEd enterpnses ..................................................................................
! KRITIS SESRRRARRAREERS Cntlcalmfrastructures ....................................................................................................
! |_|_M ...................... |_ ar gELanguage MOdel(KI) ..............................................................................................
! LSP ...................... |_ ar gescale PIlOt ..........................................................................................................
! Maas ..................... M al ware-as_a_ Semce ....................................................................................................
! MID ...................... M Itte[stand Innovatlv& D , g,tal P rogramme .........................................................................
: MIRT .................... M Oblle InCIdentResponse Team ........................................................................................
e National Cybersecurity Certification Authority
L NFC ...................... N ear = Fle[d Commumcat,on ...............................................................................................
i NIS ....................... N etworkandlnfor matlonsecunt y ....................................................................................
NISE i National Institute of Standards and Technology (USA)
! NR W ..................... N 0 rth Rhm e_WeStfal ,a ...................................................................................................
OCR optlcaICharacterRecogmt,on .........................................................................................
OP Operatlon ...................................................................................................................
OT Operatlona”echnology .................................................................................................
OWA OUthOkwebAccess ......................................................................................................
! OWASP ] openwebApphcat'onSecunty Project ...............................................................................
oopk Police Crime Prevention of the Federal States and the Federal Government

. (Programm Polizeiliche Kriminalprivention)

i Raa S ..................... R ansomware_ as_a_serwce ...............................................................................................
i RAG ...................... R etrlevalAug mented Generatlon (AI) .................................................................................
RANRadIOAcceSSNetwork ...................................................................................................
RED Radio Equipment Directive

! RFID ..................... R adlo_Frequency Identlflcatlon .........................................................................................
SBOM SoftwareBluofMatenals ...............................................................................................
\SE ...................... ] Secure Element .......................................................................................................... )
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(Abbreviation Long form 3
SEC Securities and Exchange Commission

557 S,gnaumgsystem7 ........................................................................................................
SSH s Secure Sheu(NetZwerkpmtOkou) .......................................................................................
TKG  TelcommunicationsAct (Telekommunikationsgeset)
TR TechmcalGu,delme(TechmscheR,Chtl,me) ...........................................................................
i UR |_ ...................... U mfor m Resou rce Locator ...............................................................................................
! US(A ) ..................... U mted Stat es(ofAme”ca) ................................................................................................
VPN ..................... V”tualpnvateNetwork ..................................................................................................
VPS ..................... Vlrtualpnvateserver .....................................................................................................
VS s Class,f,edmformat,on (VerSChlusssaChen) ............................................................................
VSA  Classified information directive (Verschlusssachenanweisung)
VSN Classified information - for official use only (Verschlusssachen - nur fir den Dienstgebrauch)
WLAN ] ereleSSLocalAreaNetwork ............................................................................................
\XAIEXplamableAI ............................................................................................................ )
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Timeline 2024

topics

p
November

September

. BSI and the Free State of Saxony sign
cooperation agreement

«  BSIpublishes open source framework for
assessing the biometric quality of photo-
graphs

« International cybersecurity authorities
publish guidelines for the development of
secure Al systems

*  Microsoft cloud infrastructure compromised

*  Data leak incident at cloud PC gaming service provider

»  BSIlaunches project to collaborate with US science and
industry in San Francisco

. TR-03170 for secure digital transmission of biometric
photographs to authorities published

July

*  Microsoft cloud infrastructure compro-
mised by attacker group Storm-0558

. BSI publishes position paper on
“Secured Applications for Mobile”
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August

October e

December
. Takedown of the RaaS QakBot

. BSI opens 5G/6G Security Lab in Freital . Ransomware attack on municipal IT service

. . provider . Takedown against the RaaS Alphv
Study results on code analysis of open source . Takedown against the Raas attacker group attacker group
software published . . .
RagnarLocker *  BSIand police publish the citizens’

*  Requirements for Software Bill of Materials

(SBOM) published in TR-03183-2 *  BSIand the state of Saxony-Anhalt sign

cooperation agreement

*  New publication series, “Management
Blitzlichter” (Management Spotlights) for
company boards

survey “Cybersicherheitsmonitor 2023”
(Cybersecurity Monitor 2023)

. BSI raises minimum requirements for
federal data centre
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March ;

/4
4 y' ’ ( )
Janua ry ‘ . Thousands of Microsoft Exchange servers at ‘ M ay ’
/ risk due to critical vulnerabilities / /
- s . ‘ *  BSIextends federal minimum standard for web ‘ ’
»  Digital Cluster Bonn: s.:xfeder'al agencies w‘ork‘ ‘ browsers to mobile platforms ‘ e Smokeloader botnet smashed with the ’
more clo.sely togc.ethe.r in the field of digitalisation ‘ . CyberRiskCheck: IT security for small and ’ involvement of the BSI ‘
e BSIpublishes gu:de'lme.s on the.safe use of AI /] medium-sized enterprises V «  20th German IT Security Congress ¢
systems together with international partner ‘ < BSIenables certification for online voting ‘ *  BSIpublishes statistics on critical ’
authoritie ? products for non-political elections ‘ infrastructures: CI website in figures ?
/ / /
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D
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February a April ? o ’
5 / June 5
. Cybersecurity incident at a remote screen sharin ‘ 0GR (e Al GG 4 ‘
fovi der Y g ‘ the cyberthreat landscape ‘ BSI tes basi ) intion i ’
. ?’akedown against attacker group Raa$S LockBit ’ ’ The future of the secure cloud: BSI joins ‘ h li;eg e 9.5 o ‘
«  BSIopens ne.;qw National IT S%tuaﬁ'on Centre 4 GovTech Campus ‘ “zab ".TS;: rahnc: provi " er ggg: /
pens I s . . ‘ »  BSI provides recommendations for the ¢ ybersicherneitsmonitor . ‘
«  State public prosecutors’ offices participate in the . / (Cybersecurity Monitor 2024) published
National Cyber Response Centre ’ S 0 6 O 4 g g ’
Y P A e BSIpublishes TR on the portal network ’
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Threats
A APT groups active o ]
in Germany: 22 a APT groups (advanced persistent threat)
E‘ (of approx. 140 3 are highly trained, often state-controlled

v g worldwide) 2 attackers who target networks and systems

§ x i for the purpose of sabotage and espionage.

3 £ Cybercrime groups are financially motivated,

§ < categorised by type of crime and often offer

= t malware-as-a-service (ransomware-as-a-

Cybercrlme groups service).
known in Germany:
more than 100 4
hlew Among Phishing: gateway for malware
% o malware o them:
s E variants: Iy S New Android
2 '_é' S g malware SHES Worldwide phishing URLs and IPs
(=] o [oe) o o H .
se SHZ = detected worldwide:
+ 2‘;“ SH- 5\ SR approx. 1000/day
\“--...‘f..j 2023 2024 %__,./’ Frerityey Lifetime of a page: a few days

g Botnets regularly Top 10 botnets by target |

,3 active in Germany: system: Botnets: Grouping of several

3 systems (bots) infected with a

E Windows malware programme that attackers

< ; can control remotely to carry out

< more than 200 Android _

~ : cyberattacks.

- APT groups in Germany - including the most dangerous ones - remain active
- Android is gaining importance as a target system for malware

on available >

Attack Surface
An attack surface consists of accessible
] IT systems such as active IP addresses Example: attack surface of the federal administration:
S ;
"s and email addresses. Software on these I
& systems may have vulnerabilities that can be IP addresses accessible
S exploited for attacks. Especially dangerous: from the internet: 4,500
'ﬁ zero-day vulnerabilities that need to be fixed : .
immediately. Active email addresses: 639,000
Globally publicised vulnerabilities
78 in 2023 by possible type of attack
g Globally (multiple answers possible)
s publicised
3 vulnerabilities Execution of malicious code 45%
g per day: Circumvention of protection mechanisms 44%
=
E !/-' \ Reading out application data 44%
lo/fj Switching off services 29%
2022 2023 Manipulation of application data 21%
One system, many affected parties:
- at least 37% of the 45,000 exchange servers in Germany vulnerable!
P - Zero-day vulnerabilities exploited in various Ivanti products?
U
g- Android devices in Germany Theft of access data to
8 f"%\, of devices no longer receive +  Multifactor authentication
w 5
125 i security updates and are # Pas§word mfmagement
“’\...../Z.../" definitely vulnerable. * Online banking
«  Company network

- Vulnerabilities have been steadily increasing for years
- Diverse attack techniques target digitalised everyday life — anyone can be attacked

sectors in the EU.

Defence 0.21K (2%)
Digital Service Provider 0.36K (3%) = ‘\
Energy 0.36K (3
Retail 0.36K (3%) -/
Education 0.38K (3%) g
Health 0.49K (4%) —/

Cyberattacks & phishing

Media/Entertainment 7

Business Services
0.87K (8%)

General Public 0.88K (8%)

30%
25%
20%
15%
10% 7%

5%

0%

DDoS attacks

2021

IT security incidents in the EU by sector

Other() 13K (1%)
/- Public Admln

0.55K (5%)
Manufacturing s
0.71K (6%)

7% 7% 7%
6%
2 4%

Q1 Q2 Q3 Q4|Q1 Q2 Q3 Q4|Q1 Q2 Q3 Q4

Attacks

Public administration most affected of all

TENSE SITUATION, DETERMINED RESPONSES: CYBERSECURITY IN GERMANY 2024

become >

with resulting >

Phishing permeates all market segments

Phishing emails reported by consumers by
type of market sector exploited (shares in %)

Transport
-
1.15K (10%) 57%

83%

— Digital Infrastructure
0.99K (9%)

2022 2023

Banking / Finance

High-volume DDoS attacks in Germany (shares in %)

9% 9% 10%
6%

2023

2024
Reporting year

11% 11%

Jan Feb Mar Apr May Jun

Finances

Others like
streaming, social

media, gaming,
logistics ...

28%

2024

- Proportion of high-bandwidth DDoS attacks has doubled compared to the long-term average.
- Phishing attacks are no longer limited to the misuse of bank names.

Impact

490

72

Ransom per case
(in USD, average):
e
S
2
g
2
S
S
[
for encrypted data  for exfiltrated data
o Disruptions for CI operators
Ransomware attack on municipal IT service
provider in October 2023
Municipalities affected:
;,i Workplaces affected: around 20,000
E Citizens affected: around 1.7 Mio.
>
£ Estimated damage due to system failures
caused by a faulty update in CrowdStrike
software Falcon:
> 8.5 million devices > 5 billion USD

Consumers

Ransoms captured by ransomware groups
worldwide (in million USD):

2021 2022 2023

Top 3 damages to consumers
from IT security incidents and
cybercrime (%)

Loss of trust in

the online service 30
Financial loss 26
Time lost 24

- Exfiltrated data much more valuable than encrypted data - Prevention capability must be strengthened
- Losses in the billions, unforeseen events, human error > Incident management capability must be

strengthened

Resilience

Prevention for the state, economy and
society - BSI reporting systems

Warnings acc.
§7aBSIG: 1
Cybersecurity
warnings: 75
Coordinated Vulnerability Disclosure
(CVD), incl. ZeroDay: 387
Warning and Information Service (WID):
3,814 messages

(Automated) CERT-Bund Abuse Reports:
~38,600,000 open/vulnerable server services

BSI warning systems range from technical warnings (CERT-Bund
Abuse Reports, WID) and exceptional individual cases (CVD) to
serious threats (Section 7a warnings).

Prevention

Focus on CI: ISMS maturity
levels - Information Security
Management System

s B

‘Y 148

; BV
2 I

1]s

140 ISMS
have improved
within 2 years

Maturity levels: system is

5 - regularly reviewed and improved
4 - regularly reviewed and practised
3 - established and documented

2 - largely established

1 - planned, not established

BSI supervises IT security systems
(ISMS, SZA, BCMS) for operators of
critical infrastructures (CI).

Resilience

Focus on CI: Maturity levels of
Intrusion Detection Systems
Initial recording 2023

Jo

136
204

|s

O P N W b~ O

Degree of implementation: Measures
5 - MUST, SHOULD, CAN completed
4 - MUST and SHOULD completed

3 = MUST completed

2 - Implementation started

1 -1In planning

0 - Not available

Defence

The federal government has its own detection, warning and blocking systems, e.g.
malicious websites are blocked within the federal government’s networks.

Warning - closure, lockdowns

malicious websites

BSI vulnerability warnings to affected authorities @ 15/day
Vulnerabilities closed after BSI warning in the

i i >500
reporting period
New blockings of malicious websites @ 368/day
Blocked attempts to access @ 9,212/day

Total emails checked
Of which: Spam mails
Spam rate
Of which: Malware mails
Share of malware mails

@ around 753,000/day
@ around 405,000/day
@ 53%

@ 772/day

0.1%

Resilience

Focus on CI:

BCMS maturity levels -

Business Continuity
Management System

s @
+

Rl 202
P 206

1 Pss

114 BCMS
have improved
within 2 years

Coping
Expertise for emergencies:

Registered experts in the cybersecurity network

CSN (digital first responders, incident practitioners,

incident experts): 566
Qualified APT service providers 51
Qualified service providers for DDoS mitigation 19
Strengthen consumer competencies:

Advice for consumers on

general IT security topics 5111

from the BSI:

Enquiries about IT security

incidents and cybercrime from 3,198

consumers to the BSI:
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